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OIIPEAEJIEHUS

B HacrosieM [OKYMEHTE HCHOJIB3YIOTCS CIEAYIOIME TEPMUHBI H HX
OnpeIeTICHHUS.

ABTOMATH3MPOBAHHAA CHCTEMA — CHUCTEMA, COCTOAIIAs W3 IEpCcoHaia Hu
KOMILUIEKCA  CPEACTB  aBTOMAaTH3AlMM  €ro  JICSITENBbHOCTH,  pealu3yromias
MH()OPMALIMOHHYIO TEXHOJIOTHIO BBIMOJIHEHHUS YCTAHOBJICHHBIX (DYHKITUA.

AyTeHTH(PUKAIMSA OTHPABUTENS] [JAHHBIX — TOATBEPXKACHUE TOrO, 4YTO
OTHPABUTENH MOJTYUYEHHBIX JAaHHBIX COOTBETCTBYET 3asBIICHHOMY.

be30nmacHOCTh MEPCOHANBHBIX [JTAaHHBIX — COCTOSIHUE 3alUIIEHHOCTU
MEPCOHATBHBIX  JAHHBIX, XapaKTePU3yeMOE CIOCOOHOCTHIO  IOJIb30BaTENeH,
TEXHUYECKUX  CPEICTB UM  HUH(POPMAIIMOHHBIX  TEXHOJOTMH  00ecrneyuThb
KOH(UIEHITUATBHOCTD, LIEIOCTHOCTh M JOCTYIMHOCTh NEPCOHAIBHBIX JaHHBIX MPU UX
00paboTke B MHGOPMAITMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JAHHBIX.

BuomMerpuyeckue nmnepcoHaJbHbIEe  JaHHbIE —  CBEJCHUS, KOTOpbHIC
XapaKTepU3yrT (PU3UOIOTHYECKHEe OCOOCHHOCTH YEJIOBEKAa M HAa OCHOBE KOTOPBIX
MOXHO YCTaHOBUTHb €r0 JMYHOCTh, BKIto4as Qororpaduu, OTIEUATKH TMaJbLEB,
oOpa3 ceT4YaTKu Trja3a, OCOOCHHOCTH CTPOCHUS Tela W JAPYryl MOJ00HYIO
UH(pOpMaIHIO.

BioknpoBaHue nepcOHANBHBIX JAHHBIX — BPEMEHHOE MpeKpalieHue coopa,
CUCTEMATHU3ALNK, HAKOIUICHUS, HWCIOJIb30BaHUS, PACIHpPOCTPAHEHUs, IMEPCOHAIBHBIX
JTAHHBIX, B TOM YHCJIC UX Mepelayuu.

Bupyc (KOMObIOTEpPHBIH, MPOrPAMMHBbIN) — UCIOJIHSEMbIA MPOTrPaMMHBIN
KOJT WM WHTEPHPETHPYEMbIi HA0Op WHCTPYKLIMMA, OO0JaJaronuii CBOHMCTBAMHU
HECaHKIIMOHUPOBAHHOTO PpACHpOCTpaHEeHUs W camMoBocipousBencHus. Co3naHHbIC

I[Y6JII/IKaTBI KOMIIBIOTCPHOTO BHPYCa HC BCCrlaa COBIIAJIAOT C OpPUTHMHAJIOM, HO

COXPAHSIOT CIIOCOOHOCTH K JanbHEeUIIeMy pacnpoCTpaHEHHIO u
CaMOBOCIIPOU3BECHUIO.
BpeaoHocHass ~ mporpamMma —  Oporpamma, — [peAHa3Hau€HHas s

OCYUIECTBJICHHUS] HECAaHKUMOHUPOBAHHOIO JocTyna W (WiIM) BO3JIEHCTBUSA Ha



NIepCOHANbHBIE JAHHBIE WM Pecypchl MH(POPMALMOHHOW CHUCTEMBI MEPCOHAIBHBIX
JTAHHBIX.

Benomorare/ibHble TeXHHYECKHE CPeACTBA U CHCTEMbI — TEXHHYECKHE
CpEe/CTBA U CHCTEMBbl, HE IMpeHa3HAuYeHHbIC Ui Mepenayd, oOpabOTKH U XpaHEHHs
NEPCOHAJIBHBIX JaHHBIX, YCTAHABJIIMBACMBIC COBMCCTHO C TCXHHUYCCKMMU CPCACTBAMU
U CUCTCMaMH, IPCAHA3HAYCHHBIMHA IS 06pa6OTKI/I INEPCOHAIBHBIX AAaHHBIX HJIM B
MOMEMICHUSIX, B  KOTOPHIX  yCTaHOBJIIEHbl  HMH(OPMALIMOHHBIE  CHUCTEMBI
IIEPCOHAJIBHBIX TAHHBIX.

Jloctym B ONEepauMOHHYK Cpeay KoMmibloTepa (MH(OPMAIHOHHOM
CHCTEMbI MEPCOHAIBHBIX [JAHHBIX)— IIOJIyYEHUE BO3MOKHOCTM 3allycKa Ha
BBINOJIHEHWE IUTATHBIX KOMaH[, (YHKUMI, NpOLEAYyp ONEPAOHHOM CHUCTEMBI
(YHUUTOXKEHMS, KOIUPOBAHMS, MEpEMEUICHUs] M T.I.), HUCHOJHAEMbIX (pailyioB
IIPUKJIAIHBIX ITIPOTrPaAMM.

Joctyn k wH(pOpMALMM — BO3MOXKHOCTh NOJNyYeHHUs HH(OpMALUMU U €€
UCIOJIb30BaHMS.

3aky1aiouHoe YCTPOMCTBO — DJIEMEHT CpEACTBa CheMa HHGOpMAIUH,
CKPBITHO BHEAPSIEMBI (3aKJIaIbIBAEMbII MJTM BHOCUMBbII) B MECTa BO3MO>KHOIO CheMa
uHpopmalm (B TOM 4YHCIE€ B OIrpaXIEHHE, KOHCTPYKLHIO, 0OOpYAOBaHUE,
MIPEAMETHI HHTEPHEPA, TPAHCIIOPTHBIE CPEACTBA, A TAKKE B TEXHUUECKUE CPENCTBA U
CUCTEMBI 00pabOTKN HHPOPMAITUH).

3ammmaemass undopMmanus — uHGOpMaLMS, SBISIONIASACT TMPEIMETOM
COOCTBEHHOCTH U TIOAJIeKAIlast 3alllUTe B COOTBETCTBUM C TPEOOBAHUSIMU MPABOBBIX
JIOKYMEHTOB WJI TPEOOBaHUSIMH, YCTaHABIIMBAEMbIMU COOCTBEHHUKOM HH(OpMALIUH.

Upentudukanusa — 1npucBoeHue CcyObekTaM UM OObEKTaM JIOCTyIa
uneHTuuKaropa v (Win) CpaBHEHUE MPEABSIBIISIEMOr0 HACHTU(UKATOpA C IEpEUHEM
MPUCBOEHHBIX UJIEHTU(PUKATOPOB.

NudopMaTUBHBIA CHTHAJ — DSJEKTPUYECKAE CHUTHANBI, aKyCTHYECKHE,

AIIEKTPOMArHUTHBIE W JIpyrre (PU3UYECKre TOJs, MO MapaMerpaM KOTOPBIX MOXKET



ObITh pacKkpbiTa KOH(HICHIMATbHAS HHPOpMaIs (NEPCOHAIBHBIC JIaHHBIC)
oOpabarbiBaeMasi B MTH(OPMAITMOHHOM CUCTEME TIEPCOHATIBHBIX JIAHHBIX.

Nudopmanuonnast cucrema mnepcoHadbHbIX AaHHbIX (MCIIIH) —
UH()OPMAIMOHHAS CHCTEMA, MPEACTABIIONas cOO00H COBOKYITHOCTh MEPCOHATBHBIX
JaHHBIX, COJICPIKAIIMXCS B 0a3e MaHHBIX, a TAKKe MHPOPMAIIMOHHBIX TEXHOJIOTUI U
TEXHNYCCKUX CpCAcCTB, IIO3BOJIAIOIIINX OCYHICCTBIIATD 06pa60TKy TaKHuX
MIEPCOHANBHBIX JaHHBIX C KCIOJIb30BAHUEM CpPEACTB aBTOMATH3allMd WIH 03
UCIIOIb30BaHMUS TAKUX CPEJICTB.

NudopmManvoHHbIEe TEXHOJIOTHM — TIPOIIECCHI, METOBI TIOMCKa, cOopa,
XpaHeHusi, 00pabOTKu, MPEIOCTaBICHHS, PACHIPOCTPAHEHUsT MH(POPMAIIUU U CIIOCOObI
OCYIIECTBIIECHUS TaKUX MPOIECCOB U METOIOB.

Hcnosib30BaHne NEPCOHAIBHBIX JAHHBIX — JieiicTBUs  (Omepanuu) ¢
NNEpCoOHAJIBHBIMA JaHHBIMH, COBECPUIACMBIC OIICPATOPOM B HECIIAX IMPHUHATHUA peH_IeHI/Iﬁ
WM COBEPIICHHUS HWHBIX JCUCTBUH, MOPOXKMAOIIUX FOPUIMUYCCKUAEC IMOCICACTBHS B
OTHOIIICHUH CYOBhEKTa MEPCOHAIBHBIX JaHHBIX WU JPYTHX JIUI] THOO UHBIM 00pa3oM
3aTparuBalolMX MpaBa U CBOOOJABI CYOBEKTa MEPCOHAIBHBIX JAHHBIX WU JPYTUX
JINII.

Hcrounuk yrpo3sl Oe3omacHocTH WHGoOpPMAIMU — CYOBEKT JOCTYyIIa,
MaTepuabHbIi OOBEKT WM (PU3MYECKOE SBJICHUE, SIBISTIOIIMCCS TPHYMHON
BO3HUKHOBEHUS yTPO3bl 0€30MaCHOCTH HHGOPMAITUH.

KonTtposmpyemasi 30Ha — POCTPAHCTBO (TEPPUTOPHSI, 3AAHUE, YACTh 3AHUS,
MIOMEIIIEHKE), B KOTOPOM UCKITIOYEHO HEKOHTPOJIMPYEMOE MPEOBbIBAHNE TIOCTOPOHHUX
JIMII, & TAKKE TPAHCIIOPTHBIX, TEXHUIECKUX M MHBIX MaTePHAIbHBIX CPEICTB.

KondguaeHmMaabHOCTh MEPCOHAIBLHBIX JAHHBIX — 00s3aTebHOE LIS
COOJFOIEHNsT OMEPaTOpOM WJIM HMHBIM TIOMYYMBIIAM JOCTYH K TEPCOHATBHBIM
JTAHHBIM JIMIIOM TPEeOOBaHWE HE JIOMyCKAaTh WX paclpocTpaHeHue Oe3 coryiacus
CyOBeKTa MepCOHATPHBIX TAHHBIX WITH HAJTMYHSI THOTO 3aKOHHOTO OCHOBAHMSI.

MexkceTeBou IKPaAH — JIOKQJTLHOE (OIHOKOMITIOHEHTHOE) WJIn

(YHKIMOHATILHO-PACHIPENICICHHOE  MPOrpaMMHOE  (IIPOrpaMMHO-aNNapaTHoE)



CPENICTBO (KOMILIEKC), pealn3yrolliee KOHTPOJIb 32 MH(OpMalMed, oCTymaromiei B
UH(QOPMAIIMOHHYIO CHCTEMY TMEPCOHATIBHBIX NaHHBIX W (WIM) BBIXOSIEH U3
UHGOPMAITMOHHON CUCTEMBI.

Hapymure/ib 0€30MacHOCTH MEPCOHAIBHBIX JAHHBIX — (DU3UMUECKOE JIHILIO,
CIIy4alHO WIA NPEJHAMEPEHHO COBEPILIAOIIEE IEHCTBUS, CIIEACTBUEM KOTOPBIX
SBJISICTCSL HApyIIEHUE OE30MaCHOCTH TIEPCOHATBHBIX JIAHHBIX TMPH HX 00paboTKe
TEXHUYECKUMH CPEICTBAMHU B UH(POPMAITMOHHBIX CUCTEMAX MIEPCOHATILHBIX TAHHBIX.

HeaBToMaTH3MpoBaHHasi 00paGoTKA NMEPCOHATBHBIX JaHHBIX — 00paboTka
NEPpCOHAIBHBIX JAaHHBIX, COACPIKAIUXCA B HH(l)OpMaHHOHHOﬁ CHUCTEMC
NEPCOHANBHBIX JIAHHBIX JIMOO W3BICUCHHBIX M3 TAKOW CHUCTEMBI, CUHTACTCS
OCYIIECTBICHHON oe3 UCIIOJIb30BAHUS CpEICTB aBTOMATH3AI[HH
(HEaBTOMATU3UPOBAHHOMW), €CIM TaKue JECUCTBUS C MEPCOHAIBHBIMU JTAHHBIMH, KaK
UCIIOJIb30BAHUE, YTOYHCHUE, PACIPOCTPAHCHHE, YHHUYTOXKCHUE IEPCOHAIBHBIX
JaHHBIX B OTHOMCEHHWHU KaXIAOro wu3 Cy6’b€KTOB IEPpCOHAJIBHBIX  JTaHHBIX,
OCYIIECTBIISIFOTCS TIPH HETIOCPEICTBCHHOM y4acTUH YEJIOBEKa.

HenexknapupoBanHble BO3MOKHOCTH — (YHKIIMOHATBHBIE BO3MOXKHOCTHU
CPEIICTB BBIYMCIIUTEIIHHON TEXHUKH, HE OIMMCAHHBIE WJIM HE COOTBETCTBYIOIIUEC
OIMCaHHBIM B JIOKyMEHTAIIUH, IPH UCTIOIH30BAHUM KOTOPHIX BO3MOYKHO HApYIIICHUE
KOH(HUICHIIMAILHOCTH,  JIOCTYIHOCTH WJIM  IEJIOCTHOCTH  0OpabarbiBacMoit
UH(pOPMAIIHH.

HecaHKIIMOHMPOBAHHDBIN 0CTYNl (HECAHKIIMOHMPOBAHHbIC JEHCTBUS) —
JOCTYyNl K MH(OpMalMM WM ACUCTBUS ¢ MH(OpMalvel, Hapyllaroye MpaBuia
pa3rpaHUYEHUsT JTOCTYTIA C MCIIOJIb30BAaHUEM ILITATHBIX CPEICTB, MPEI0CTaBISIEMbIX
WH()OPMAITMOHHBIMU CUCTEMAMHU MTEPCOHATBHBIX JaHHBIX.

Hocurenb undgopmanmu — Gu3nygeckoe JIMI0 WK MaTepUATbHBINA O0BEKT, B
TOM 4Hclie (PU3UYECKOE ToJie, B KOTOpOM MH(OpMAIMs HAXOIUT CBOE OTPAKCHHUE B
BUJIC CHUMBOJIOB, OOpa3oB, CUTHAJIOB, TEXHUYECKHX PEIICHUA | TPOIIECCOB,

KOJIMYCCTBCHHBIX XAPAKTCPUCTUK (1)I/I3I/ILIGCKI/IX BCJIIMYHNH.



OGe3MYNBaHNe TIEPCOHAJIBHBIX JAHHBIX — JICHCTBUS, B pe3ysbTare
KOTOPBIX HEBO3MOXKHO OIPEACIUTh MPUHAIICIKHOCTh MEPCOHATBHBIX JTaHHBIX
KOHKPETHOMY CYOBEKTY MEepCOHAIBHBIX JaHHbBIX.

O0OpaboTka mNEpPCOHAIBHBIX [JAHHBIX — JieiicTBUs  (omepaimu) C
NEPCOHAILHBIMU ~ JTAHHBIMHM, BKJIFOYasi cOOp, CUCTEMaTu3aluio, HAaKOILUICHHE,
XpaHEHHE, YTOYHECHHE (oOHOBIIEHHE, HM3MEHEHHE), HCIIOJIb30BaHUE,
pacripocTpaHeHre (B TOM 4YHCIE Tiepefady), oOe3uuuBaHue, OJIOKMPOBAHUE,
YHUYTOKCHUE TIEPCOHATLHBIX JTAHHBIX.

OG61me10CTYHbIE MIEPCOHAJIbHbIE JTaHHbIE — IEPCOHAIBHBIC JaHHBIC, TOCTYII
HEOTPaHMYEHHOTO Kpyra JIMI[ K KOTOPBIM TPEIOCTaBI€H C COTNIacHsi CyOBeKTa
MNCPCOHAJIBHBIX JAaHHBIX WJIM Ha KOTOPBIC B COOTBCTCTBHU C Cl)eﬂepaHBHBIMI/I
3aKOHAMHU HE PaclpoCTPaHsIEeTCs TpeOOBaHUE COOIOICHUST KOH(PHICHIIHATBHOCTH.

OnepaTop (mepcOHANILHBIX JAHHBIX) — TOCYJApCTBCHHBIM  OpraH,
MYHHUITUITATIBHBIN OpraH, IOPUANYECKOe WM (PH3HUYECKOE JIMIIO, OPTaHU3yIoIIee U
(M)  OCYIECTBISIOIIEE  OOpPaOOTKY MEPCOHATBHBIX JAHHBIX, a TaKkKe
OTIPEISIISIONINE IIEIN U CO/IepyKaHue 00padOTKH NEPCOHATBHBIX IAHHBIX.

Texnuyeckue cpeacrsa HMHGOPMAUMOHHOU CHCTEMBI IEPCOHAIBHBIX
JTAHHBIX — CPEZICTBA BBIYMCITUTEILHON TEXHUKH, HHPOPMAIIMOHHO-BBIYMCIIUTEITLHBIC
KOMIUIEKChl U CETH, CPEJICTBa M CUCTEMbI Iepenauu, npuema u odpabotku [1/1H
(cpeacTBa W CHCTEMBI 3BYKO3AITUCH, 3BYKOYCHJICHUS, 3BYKOBOCIIPOM3BEICHMUS,
MIEPETOBOPHBIE M TEJICBU3MOHHBIE  yCTPOWCTBA, CPEACTBA  HM3TOTOBJICHUS,
TUPAKUPOBAHUS JOKYMEHTOB M JPYTH€ TEXHMUYECKUE CPEICTBA OOPAOOTKH PEUEBOM,
rpadguuecKkom, BU1€0- 1 OyKBEHHO-IIM(PPOBOI HHPOPMAITUH), TPOTPaMMHBIE CPEICTBA
(omepaIoHHbBIC CUCTEMBI, CHCTEMBI YIIPaBJICHHs 0a3aMu JTaHHBIX W T.IL.), CPEICTBA
3aIUTHl THPOPMAITUH, TIPIMEHSIEMbIC B MTH()OPMAITMOHHBIX CUCTEMAX.

IlepexBar (uH(pOpMAUMU) — HEMPABOMEPHOE TOJyUYCHHE HH(POPMAIUHA C
HCITOJIb30BaHUEM TEXHHYECKOTO CPEICTBA, OCYIIECTBISIONIET0 00HAPYKEHHE, TIPHEM

1 00pabOoTKy MH(POPMATUBHBIX CUTHAJIOB.



IlepconanbHble  maHHbIEe — Ji00as  uHbOpMalMsi, OTHOCSIIAsACS K
ONpEICIICHHOMY WM ONpeleIsieMOMy Ha OCHOBAaHMM Takoll  HH(OpMaIu
¢duznyeckomy iy (CyOBEKTy MEepPCOHAIBHBIX JAHHBIX), B TOM YHCIIE €r0 (pamMuius,
UMs, OTYECTBO, TOJ, MECSILI, 1aTa U MECTO POKIACHHUS, aiPeC, CEMEMHOE, COIMaIbHOE,
UMYIIECTBEHHOE TOJIOKEHHEe, oOpa3oBaHue, mpodeccusi, AOXOAbI, JApyras
uHpopMaIus.

ITo0ouHbIe 3JIeKTPOMATrHUTHbIE U3JIyYeHust U HABOJKH —
AIIEKTPOMArHUTHBIE U3MYYCHHS TEXHHYECKHX CPEACTB OO0pabOTKH 3alUIaeMon
nH(pOpMaIMK, BO3HUKAIONINE KaK MOOOYHOE SIBJICHUE W BbI3BAaHHBIC DJICKTPUUECKUMHU
CUTHAJIaMU, JICUCTBYIOINIMMHU B MX JJIGKTPUYECKUX M MATrHUTHBIX LEMAX, a TaKKe
AIIGKTPOMArHUTHBIE HABOJKM JSTHX CHUTHAJOB HA TOKOIMPOBOMASIIUE JIMHUH,
KOHCTPYKIIMH U LIENU TUTaAHUSI.

IMoJMTHKA «YHCTOr0 CTOJIa» — KOMIUIEKC OPTaHM3AIIMOHHBIX MEpPONPHUATHH,
KOHTPOJUPYIOIIUX OTCYTCTBHUE 3alUChIBAaHUS HAa OyMa’KHbIE HOCHUTENM KIIOUeH u
aTpuOyTOB JIOCTYyMA (MapoJieit) U XpaHEeHUs: X BOJIMU3M OOBEKTOB JOCTYIIA.

IHoan3oBaTes b MHGOPMAUMOHHOI CHCTEMBbI TNEPCOHAJBHBIX JAAHHBIX —
JUI0, ydYacTBywoliee B  (YHKIMOHUPOBAHUU  HUH(DPOPMAIMOHHONW  CHUCTEMBI
MEPCOHANBHBIX TAHHBIX WJIA UCTIONB3YIOIIEe PE3yIbTaThl €€ (YHKIIMOHUPOBAHHUSL.

IIpaBuna pasrpaHuveHus aocTyna — COBOKYITHOCTh MpaBHIL,
perJaMeHTHUPYIOIIUX MpaBa A0CTyNa CyObEKTOB AOCTyIA K 00bEKTaM J0CTYTIA.

IIporpaMmmHasi 3aKjaajgKa — KOJ MPOrpamMMbl, TPEJHAMEPEHHO BHECCHHBIN B
OporpamMmy C II€JIbIO OCYIIECTBUTH YTE€UKY, U3MEHUTh, OJOKHMPOBATh, YHUUTOXHUTb
uHOOPMAIUIO WIM YHUUYTOXHUTh U MOAUGUIIMPOBATH MPOTPAMMHOE OOecTieueHHe
MHOOPMAIMOHHOW CHCTEMbl MEPCOHANbHBIX JaHHBIX M (WJIKM) OJOKUPOBATH
anmapaTHbIC CPE/ICTBA.

IIporpammuoe (mporpaMMHO-MaTeMaTH4YecKoe) BO3/IeliCTBHE —
HECaHKIIMOHMPOBAHHOE  BO3JCICTBHE Ha  pecypchl  aBTOMATU3MPOBAHHOU
UH(GOPMAILIMOHHON CHUCTEMBI, OCYIIECTBIISIEMOE C HCIOJIb30BAHUEM BPEJOHOCHBIX

IPOrpaMM.



PackpbiTHe NEpPCOHAJBHBIX [JaHHBIX — YMBIIUIEHHOE WIH CiIy4ailHOe
HapylleHne KOH(UICHIIUATbHOCTH EPCOHATBHBIX JaHHBIX.

PacnpocTpaHeHHne MepCcOHAJBHBIX JAHHBIX — JICHCTBUS, HANpaBlICHHbIC Ha
nepefadyy MEepCOHANBHBIX  JaHHBIX OMpEAENICHHOMY Kpyry Jull  (mepenada
NEPCOHANBHBIX JaHHBIX) WM Ha O3HAKOMJICHHE C TMEPCOHAIBHBIMHU JTaHHBIMHU
HEOTPAaHUYEHHOTO KpyTa JIMII, B TOM YUCJIe 0OHApOJOBaHKE MEPCOHATBHBIX TAHHBIX B
CpelcTBax  MaccoBoil  mHoOpMaluu, — pa3MelleHue B HH(QOpPMaIMOHHO-
TEJIEKOMMYHHUKALMOHHBIX CETSIX WM MPEIOCTaBICHUE TOCTyNa K MEePCOHAIBHBIM
JTAHHBIM KaKHUM-JINOO UHBIM CIIOCOOOM.

Pecypc mnpopmManmoHHOM CHCTEMbI — UMEHOBAHHBIA 3JIEMEHT CHUCTEMHOTO,
IIPUKJIATHOTO WIIN arapaTHOro oOecrieueHus (YHKIMOHUPOBAHUS
UH(POPMAITMOHHOW CUCTEMBL.

CnenuajbHble KAaTerOpud TMEPCOHAJbHBIX [JAaHHBIX — TEPCOHAIbHBIC
JTaHHBIE, KACAIOIIHUECS PACOBOM, HAMOHAIBHOM MPUHAIJIECHKHOCTH, MOJTUTHUYECKHUX
B3[JISI0B, PEIMTHMO3HBIX WM (UIOCOPCKUX YOEKIAEHUM, COCTOSIHUS 30pOBBS U
WHTHUMHOH )XH3HU CYObEKTa MEePCOHATBHBIX TAHHBIX.

Cpencrea BbIYUCIMTEIBHOM TEXHHUKHU — COBOKYIHOCTh IMPOTPAMMHBIX U
TEXHMYECKMX  OJJIEMEHTOB  CHCTeM  OOpaOOTKM  JaHHBIX,  CIIOCOOHBIX
(YHKIIMOHHPOBATH CAMOCTOSITENIEHO MJIM B COCTaBE APYTHUX CUCTEM.

CyobekT mocryna (Cy0ObekT)— JMIO WIM TPOLECC, ACUCTBUS KOTOPOrO
PETTIAMEHTUPYIOTCS ITPABUJIAMU PA3rPAHUYCHUS JOCTYIIA.

TexHuyeckuii KaHajJ yTedykd HH(POPMALMHU — COBOKYIIHOCTb HOCHTEI
uHbopmarmy  (cpeacTBa  00pabOTKH), (PM3MYECKOM Cpelmbl  PacipOCTpaHCHUS
WH(QOPMATHBHOTO CHUTHAJIA U CPEICTB, KOTOPHIMH JOOBIBACTCS 3allMIiacMast
uH(pOpMaIL.

Tpancrpanunynasi mnepeaadya MNePCOHATbHBIX JAHHBIX —  Tepenaya
MEPCOHANBHBIX JTAHHBIX oreparopoM yepes ['ocynapcTtBenHyro rpanuily Poccuiickon
®denepan  OpraHy BJIACcTH HMHOCTPAHHOTO TOCYAAapCTBA, (U3MUECKOMY WU

IOPUIMYECKOMY JIMIY HHOCTPAHHOI'O TOCY1apCTBa.



Yrpo3bl 0e30I1aCHOCTH NEPCOHATIBHBIX JAHHBIX — COBOKYITHOCTh YCIIOBHU U
(GakTopoB, CO3MAIOIIMX OIMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHCIIE
CIIy4allHOTO, JIOCTYIIa K MEPCOHAIBHBIM JAHHBIM, PE3YJIBTATOM KOTOPOTO MOXKET
CTaTh YHUUYTOXXCHUE, U3MEHEHHE, OJIOKUPOBAHUE, KOIMMPOBAHUE, PACIIPOCTPAHECHUE
MIEPCOHAITLHBIX JTAHHBIX, & TAKKE MHBIX HECAHKIMOHHPOBAHHBIX JACWCTBUU IMPH WX
00paboTKe B MHPOPMAITMOHHON CUCTEME TIEPCOHATLHBIX JAHHBIX.

YHU4YTOKEHHE NIEPCOHATBHBIX TAHHBIX — JICUCTBUS, B PE3YJIbTATE KOTOPBIX
HEBO3MOXXHO  BOCCTAaHOBUTHb  COJEP)KAHUE  IEPCOHAIBHBIX  JAHHBIX B
MH(POPMAIIMOHHOW CUCTEME MEPCOHAIBHBIX JIAHHBIX WM B PE3yJIbTaTe KOTOPBIX
YHUUTOKAIOTCA MaTepHUaIbHbIC HOCUTEIN NMEPCOHATBHBIX JAHHBIX.

Yr1euka (3amminaemoi) HHEMOPMALMU 10 TEXHHYECKHM KaHAJIAM —
HEKOHTPOJIMPYEMOE pachpocTpaHeHre HHGOPMAIMA OT HOCUTENS 3allUIaeMon
uHpopMal  yepe3  (UBMYECKYI0 Cpeay JI0 TEXHHYECKOTO  CPEJCTBa,
OCYULIECTBIISIFOLIETO MTepexBaT HH(POpMaLIUH.

Yupexaenune — yupexaeHUs 3paBOOXPaHEHUs], COUUATIBHOU cepsl, Tpyaa u
3aHATOCTHU.

Va3BUMOCTb — €a00CTh B CPEACTBAX  3alllUThl, KOTOPYH) MOKHO
UCIIOJIb30BATh ISl HAPYILEHUSI CUCTEMBI MJIM COZIEp Kallieiics B Hell MH(opMalvu.

HesocTHOCT HMH(OPMAIMM — CIIOCOOHOCTh CPEJICTBA  BBIYUCIUTEIILHOM
TEXHUKA WJIA aBTOMATH3MPOBAHHOW CHCTEMBI 00€CredYrBaTh HEU3MEHHOCTD

uHpOpMaIM B YCJIOBHSIX CIYy4alHOTO W/WIM TPEAHAMEPEHHOTO HWCKAKEHUS

(pazpy1ieHus).
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OBO3HAYEHUA U COKPALLIEHUA

ABC — aHTHBUpYCHBIE CPEJICTBA

APM —aBTOMaTH3UpPOBAaHHOE PAdOYEE MECTO

BTCC — BcriomorarenbHbIe TEXHUYECKUE CPENICTBA U CUCTEMBI
NCII 1 — nadopmMaliioHHast cucTeMa MepCOHANBHBIX JAHHBIX
K3 — koHTpONIMpyemas 30Ha

JIBC — nokanpHasi BEIYACIUTEIIbHAS CETh

MD — MexceTeBoM 3KpaH

HC/I — HeCaHKIIMOHMPOBAaHHBIN JTOCTYTI

OC — onepalioHHAas CUCTEMa

[1/TH — nepcoOHaAIbHBIE TaHHBIE

[IMB — nporpaMmmMHO-MaTeEMaTHYECKOE BO3ACHUCTBUE

[1O — nporpamMmmHOE obecrieueHue

[IOMUH — noGo4HbIE 37I€KTPOMAarHUTHBIC N3TyYEHHUS X HABOKH
CA3 — cucrema aHanm3a 3alUIIEHHOCTH

C3U — cpencTra 3anmmThl “HGOPMAIUU

C3I1dn — cucreMa (moicucTeMa) 3allyThl MEPCOHATBHBIX TAHHBIX
COB — cucrema o6Hapy>XeHHUSI BTOP>KEHUN

TKY U — TexHnveckre KaHallbl yTeUKH HH(pOpMaLiu

YBII1/H — yrpo3bl 6€301macHOCTH MePCOHATBHBIX JAHHBIX
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BBEJIEHUE
Hacrosimas [lonutruka nuH(pOpMalinOHHON 0€30MaCHOCTH  yUpexKACHUs (J1ajee
— IlonmuTHka) 3MpaBOOXpaHEHUs, COIMAILHON cephl, Tpyna u 3ausToctH ([lamee -
VYupexaenus), pa3paboraHa MHHHCTEPCTBOM 3/IpaBOOXPAHEHUS M COIUAIBHOTO
pa3utus PO, sBiseTcss opUITManbHBIM JOKYMEHTOM.
[TonuTtuka pazpaboTaHa B COOTBETCTBUU C IICJISIMU, 3a/lauaMi U MPUHIUIAMU
oOecrieueHusi 0€30MacCHOCTU TEPCOHANBHBIX JAHHBIX M3JI0XKEHHBIX B KoHueniuu

nadopmarmonsou 6e3onacuoctu UCIJ Yupexnenus.

[Tonmutuka paspaboTaHa B COOTBETCTBUM C TpeOoBaHUsIMH DenepanibHOro
3akoHa oT 27 wuroma 2006 1. Ne 152-®3 «O mnepcoHalbHBIX JaHHBIX» U
noctanoByieHust [IpaButensctBa Poccuiickoit denepannu ot 11 Hosi6pst 2007 r.
Ne 781 «O6 ytBepxkaenun I[lonoxenuss 00 oOecrieueHun  O€30MACHOCTH
NEPCOHANBHBIX JIAHHBIX MNpU HX 00paboTke B HMH(POPMALMOHHBIX CHUCTEMAaX
NEPCOHAIIbHBIX JJAHHBIX», HA OCHOBAHUH:

- «PekoMenganmii o oOecnedyeHnto Oe30MaCHOCTH MEPCOHAIBHBIX JaHHBIX
opu HuX 00paboTke B HH(POPMALUMOHHBIX CHUCTEMAX MEPCOHAIBHBIX JaHHBIX»,
yTBepxkaeHHbIX 3amectuteneM aupekropa @CTIK Poccun ot 15.02.2008 1.,

- «Tunoseix TpeOOBaHMI 1o OpraHu3anuu u 00eCrnevyeHHI0
(GyHKIHOHUPOBAHUS (P POBATBHBIX (KkpunTOrpapuUecKux) CPEACTB,
OpelHa3HAYeHHbIX I 3allUThl MHGpOpMalMU, HE COJEpXKallell CBEICHHI,
COCTABJISIIOUIMX TOCYJAapCTBEHHYI0 TaiHy B CJly4a€ W3 HWCIOJIb30BAHUS IS
oOecrieueHusi 0E€30MaCHOCTH TEPCOHAIBHBIX JIAHHBIX TMPU HX 00paboTke B
UHPOPMAILMOHHBIX ~ CHUCTEMaX  MEePCOHANBHBIX  JIaHHBIX»,  YTBEPKICHHBIX
pykxoBojactBoM 8 Llentpa ®CB Poccuu 21.02.2008 r. Ne 149/6/6-662.

B Tlonmutuke ompenenensl TpedoBanus k mepconany HWCIIH, cremneHb
OTBETCTBEHHOCTH MepCOHaNa, CTPYKTypa U HEOOXOAMMBIA YPOBEHb 3alUIIIEHHOCTH,
CTaTyC U JIOJ>KHOCTHBIE 00S13aHHOCTH COTPYIHHUKOB, OTBETCTBEHHBIX 3a 0OecleueHue

6e3onacHocTu nepcoHanbHbIX NaHHbIX B UCII [ Yupexnenus.
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1 O0uue noJiosKeHU st

[enwro Hacrosieit [lonutuku siBasieTcss odbecrneueHrne 0e30MacHOCTH 0OBEKTOB
3aIUTHl YUPEKJICHHUS OT BCEX BUJIOB YIPO3, BHEIIHUX U BHYTPEHHUX, YMBIIIUICHHBIX
U HEeNpeIHAMEpPEHHbIX, MHUHUMHU3alMs yuiepOa OT BO3MOXKHOM pealu3ali yrpos
oe3zonacuoctu [1JIn (YBIIH).

be3onacHOCTh TEpPCOHANBHBIX JAHHBIX JOCTUTAETCS IMyTEM HCKIIIOYEHUS
HECaHKIIMOHUPOBAHHOTO, B TOM YHUCJE CIy4ailHOTO, JOCTyla K IEepCOHAIbHBIM
JAHHBIM, PE3YJIbTaTOM KOTOPOTO MOXET CTaTh YHUYTOXKEHHE, W3MEHECHHUE,
0JIOKUpOBaHUE, KOMHUPOBAHUE, PACTIPOCTPAHEHUE TMEPCOHAIBHBIX JAHHBIX, a TAKKe
WHBIX HECAHKIIMOHUPOBAHHBIX JIEVCTBUM.

Nudopmaiuss 1 CBS3aHHbIE C HEH pecypchl JOMKHBI OBITh JOCTYIHBI JIJIsI
aBTOPU30BAHHBIX IMOJb30BaTened. JIOIDKHO  OCYIIECTBIATHCS CBOEBPEMEHHOE
oOHapyxeHue u pearupoBanue Ha Y BI1/]H.

JIOJDKHO ~ OCYILECTBIISITRCA ~ MPEAOTBpaIlleHue  MpeAHAMEPEHHBIX WU
CIIy4ailHBIX, YaCTUYHBIX WJIM TOJIHBIX HECAHKIIMOHUPOBAHHBIX MOIUGDUKAIMN WU
YHUYTOKEHUS TAHHBIX.

CocTaB 00BEKTOB 3alIUThI IIPCACTABJIICH B HGDG‘-IHG INCPCOHAJILHBIX AAHHBIX,

NOJICKAIIUX 3AITUTEC.

Cocra UCIIlH nomyexamux 3ammre, npeacrasieH B OTyeTe 0 pe3ynbrarax

IIPOBCACHUA BHVTDGHHGﬁ IIPOBCPKH.

Ora Ilomutuka wuHGOpPMAIIMOHHONW O€30MacHOCTH  OblUIa  yTBEpXkAEHa
PYKOBOJMUTEIEM Y UPEKICHUSA Y BBEJICHA B JIEUCTBUE ITpUKa3om No OT

XX XX XXXX.
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2 O0JacThb 1elicTBUA
TpeboBanus Hactosme [ToTUTHKN pacIpOCTPaHAIOTCS Ha BCEX COTPYIHUKOB
Yupexnenus (IITaTHBIX, BPEMEHHBIX, pPA0OTAIOMIKUX MO KOHTPAKTy U T.II.), a TaKKe

BCEX MPOYMX JUIL (OAPSIAUMUKH, Ay AUTOPHI U T.I1.).

14



3 Cucrema 3alIUTHI NEPCOHAJBHBIX JTaHHBIX
Cucrtema 3amuthbl nepcoHanbHbIX qaHHBIX (C3I1IH), cTpouTcst HA OCHOBaHUMU:

- Otuera o PE3VIIbTATaXx MMPOBCACHUA BHVTDGHHCﬁ IIPOBCPKHU,

- IlepeyHs IepCOHAILHBIX JJAHHBIX, TOJIC)KAILIMX 3aIHUTE,

- AkTa xaccudukauy HHGOPMaMOHHON CUCTEMBI IEPCOHAIBHBIX JTAHHBIX |

- Monenn yrpo3 0€30I1aCHOCTH NEPCOHAJILHBIX JAHHBIX

- [losiok€HUSL O pa3rpaHMYCHUM MpaB  JIOCTyHa K O6Da6aTLIBaeMI>IM

INEPCOHAJILHBIM AAHHBIM,

- PykoBogsamux 1okymeHToB @CTOK u ®Ch Poccun.

Ha ocHOBaHMM 3TUX JOKYMEHTOB OIpEAeNsIeTcsl HEOOXOIWMBbIH YpOBEHb
samumieHHocty [[JIn kaxnmoir WCII[AH VYupexnenusa. Ha ocHoBaHum aHanusa
aKkTyalbHbIX yrpo3 oOesomnacHoctu [I/[H ommcanHoro B Monenu yrpo3 u Otyera o
pe3ysbTarax IMpPOBEACHHUS BHYTPEHHEHW IIPOBEPKE, JENaeTCs 3aKIIOYEHHE O
HEOOXOJMMOCTH HCHOJb30BAaHUSI TEXHUYECKHX CpPEICTB M OpraHU3alMOHHBIX
MeponpuaTuid s obecneuenuss OezonacHocTu II/IH. BeiOpanHble HeoOXoAMMBbIE

MEpONPHUATHS oTpaxaroTcs B [lmane MeponpusTuii mo obGecredennro 3ammThl [1J1H.

Hns xaxngoit UCIIJIH nobkeH OBITh COCTaBJIEH CIHUCOK HCHOJIb3yEeMbIX
TEXHUYECKUX CpPEJCTB 3allUThl, a TakK € NPOrpaMMHOr0 OOecredyeHUs
ydacTBytomero B o0opadotke 111, Ha Bcex anmemenTax MCIIIH:

- APM nonws3oBarenei;

- CepBepa NpUII0KEHU;

- CYB/;

- I'panuna JIBC;

- KananoB mepemaun B ceTu 00IIEro MOJb30BaHUS U (MJH) MEXKITYHAPOIHOTO
oOMeHa, eciu o HuM nepeaatorcs [1/1H.

B 3aBucumoctn ot ypoBHs 3ammiieHHocTd MCII[IH m akTyalnbHBIX yrpos,
C3I1/1x MOKeT BKJIHOYATh CIECAYIOLINE TEXHUYECKHE CPEACTBA!

- QHTUBUPYCHBIE CPEJICTBA JJIsl pabOUMX CTAHIIUM MMOJb30BaTEIEH U CEPBEPOB;

- CpeacCTBa MCIKCETCBOI'O 9KPAHUPOBAHMA,
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- cpeacTBa  KpunTorpad@uyeckod 3ammuThl UHGOpMAIMU, TMpU Tepenaye
3aIuIaeMon nHGOpMaIUK MO KaHajJaM CBSI3H.

Tak ke B CHOHCOK JIOJDKHBI OBITh BKIIOYCHBI (DYHKIIMM  3aIlWTHI,
obecrieunBaeMble INTAaTHBIMH cpeacTBaMu oOpabotku [IJI[H omnepanroHHBIMU
cucremamu  (OC), mnpuknagaeiMm [0 w©  cneuMalbHBIMM  KOMIUIEKCAMH,
peanu3yronmMMu cpencTBa 3amuThl. CIMCOK PYHKITUH 3alUTH MOXKET BKITFOYATh:

- YIpaBJICHUE U Pa3rpaHUUYCHUE JOCTYMa MOJIb30BATEIICH;

- PEerHCTpaIyio U YUeT JeHCTBHM ¢ nH(pOpMaInei;

- - o0ecreunBaTh 1ETOCTHOCTh JaHHBIX;

- - IPOU3BOAUTH OOHAPYKEHUU BTOPKEHUM.

Cnucok HCHOJNB3YEMbIX TEXHUUYECKUX CpPEICTB oOTpaxaercs B [lnane

MGDOHDI/IHTI/Iﬁ 10 00€eCIeUYeHUIO 3aIlIUThI  IICPCOHAJIBHBIX  JAdHHBIX. Crmcok

HCIIOJIB3YCMBIX CPCACTB AOJDKCH IMOAACPKUBATLCA B AKTyaJIbHOM COCTOSHHUMU. HpI/I
HU3MCHCHHUHU COCTaBa TCXHUYCCKHUX CPCACTB 3alllUThl HWJIHM 3JICMCHTOB I/ICHI[H,
COOTBCTCTBYIOIINC HN3MCHCHUSA TOJIKHBI ObITh BHeceHBI B CIIMCOK H YTBCPIKICHBL
PYKOBOJAUTCIIEM quenc,ueHH;I niIn JunoM, OTBETCTBCHHBIM 34 oOecrieycHue 3allIUThI

IT1H.
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4 TpeooBanus k noacucremam C3I1/In

C3I1dn BrItOYaeT B ce0sl CIEAYIONINE MOJACUCTEMBI:

- YIPaBJICHUS JOCTYIIOM, PETUCTPALMU U YUETA;

- o0ecreyeHus EIOCTHOCTH U IOCTYIHOCTH;

- AHTUBUPYCHOM 3aILINUTHI;

- MEXCETEBOI0 IKPAHUPOBAHUS;

- aHaJIM3a 3alMIIEHHOCTH;

- OOHapy>KEHUs BTOP>KECHHI;

- KpunTorpadu4ecKoi 3anuThl.

[Moacuctemsr C3II[H uMMerOT paznuyHbld (YHKIHOHAT B 3aBHCUMOCTH OT

kinacca WCII/lH, ompeneneHHoro B AkTe kiaccubukauu HUHGOPMAIIMOHHON

CHUCTCMBI TIICPCOHAJIBHBIX JAdHHBIX. Crmcok COOTBETCTBUS (bYHKIII/Iﬁ IIOACHUCTEM

C3I1/Ix knaccy 3alMIIEHHOCTH NpeaCcTaBieH B [[punoxenun.

4.1 lloacucremMbl ypaBJieHUs: JOCTYIIOM, PErUCTPALIMU U yYeTa

[TogcucrtemMa ympaBieHUsI AOCTYIIOM, PETHCTpallMd U y4eTa IpeaHa3HaueHa
JUISL peau3aiu ClAeayommuX QyHKIuI:

- WICHTU(PUKAIIMYA U TPOBEPKA MOUIMHHOCTH CYOBEKTOB JIOCTYIIA MIPU BXOJ/IE B
NCIIdH;

- uAeHTU(UKAIUY TEPMHUHAJIOB, Y3JIOB CETH, KaHAJOB CBS3U, BHEIIHUX
YCTPOMCTB MO JTIOTUYECKUM UMEHAM;

- UICHTU(PUKAUMKU TPOrpamMM, TOMOB, KaTajoroB, (paiioB, 3amucei, moyen
3aIMcel Mo UMeHaM;

- perucTpaiuu Bxoja (BbIX0aa) CyOBbEKTOB JAOCTYIAa B CHCTEMY (M3 CHCTEMBI),
au00 perucTpanus 3arpy3kd W WHULIHAAIU3ALUUA OMNEPAIMOHHOM CHUCTEMBI U €€
OCTaHOBA.

- PETUCTpPALIMU  TIOMBITOK JOCTyMa MPOTPAMMHBIX CPEACTB (Mporpamm,
MPOIIECCOB, 3aja4, 3aJIaHUi) K 3allUIIacMbIM (aiiiam;

- PETUCTpPALIMM MOMBITOK JOCTYyMa MPOrPAMMHBIX CPEACTB K TEpPMHUHAJAM,
KaHaJiaM CBS3H, ITporpaMMam, ToMaM, Karajioram, (haitjiam, 3arucsm, MoJisM 3arrcei.
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[loncucrema yrpaBiaeHUs] TOCTYIIOM MOXKET OBITh peaju30BaHa C MOMOIUIBIO
TaTHBIX cpenctB oOpadboTku [1/1H (onepanmonubix cuctem, npuioxkeHuit u CYB/I).
Tak ’ke MOXeT OBbITh BHEAPEHO CIEHHAIBHOE TEXHUYECKOE CPEACTBO WM HX
KOMILUIEKC OCYIIECTBISIIONINE JOMOJIHUTENbHBIE MEPhl 10 ayTeHTU(DUKAIUU U
KOHTpONto. Hampumep, npuMeHEHHME €AUHBIX XPAaHWIHI YYETHBIX 3aIllicen
MOJIb30BaTENICH U PETUCTPAIMOHHON WH(POPMAITUH, UCIIOIH30BAaHIUE OMOMETPHUICCKUX

U TEXHUYECKUX (C TMOMOIIBIO AJIEKTPOHHBIX IMPOMYCKOB) MEp ayTeHTHU(UKAUUU U

IPYTHUX.

4.2 Tloncucrema odecnevyeHus EJTOCTHOCTH M IOCTYITHOCTH

[Toncucrema oGecrieueHus: EIOCTHOCTH M JOCTYHMHOCTH IpeaHa3HauYeHa s
oOecrieyeHus: LEeNOCTHOCTU W AocTynHOcTH IIJIH, mporpaMMHBIX W anmapaTrHbIX
cpenctB UCII[IH YupexneHus, a Tak K€ CpPEACTB 3allUThl, IPU CIyYalHOW WU
HaMEpEHHON MOAN(UKALINH.

[lopcucrema peannsyercs ¢ MOMOIIBIO OPTaHU3ALMN PE3EPBHOTO KOMUPOBAHUS
oOpalaTblBa€MbIX JAHHBIX, @ TaK JXK€ PE3EPBUPOBAHMEM KIIIOUEBBIX 3JIEMEHTOB

WCTITn.

4.3 IloacucreMa aHTUBUPYCHOM 3aIUTHI

[Toncucrema aHTUBHPYCHOM 3allUTHl MpeJHA3Haue€Ha Uil oOecreueHus
aHTUBUPYCHOM 3anThl cepBepoB U1 APM nons3oBareneit UCIx YupexaeHus.

CpencrtBa aHTHBUPYCHOW — 3alllMThl  MPEJHA3HAYEHbl JUIA  pealv3aluu
CIETYIOIINX (PYHKITHIA:

- PE3UICHTHBI AHTUBUPYCHBI MOHUTOPUHT;

- aHTUBUPYCHOE CKaHUPOBAHUE;

- CKpUNIT-OJIOKUPOBAHKE;

- LIECHTPAJIM30BAHHYIO/YIaJICHHYIO YCTAaHOBKY/JEUHCTAJUISILIMIO AHTUBUPYCHOTO
IIPOJYKTa, HACTPOMKY, aAMUHUCTPUPOBAHNUE, MPOCMOTP OTYETOB U CTATUCTHUYECKOU
uHbopmMaruu 1mo padboTe MPOAYKTa;

- aBTOMAaTU3WPOBAHHOE OOHOBJICHUE aHTUBUPYCHBIX 0a3;
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- OTpaHMYCHHE IIPaB IOJIb30BATEsl HA OCTAHOBKY MCIIONHSEMBIX 3a/lad U
U3MEHEHHUsI HACTPOEK aHTUBHPYCHOTO MPOTPAMMHOTO 00eCIIeUeHHS,;
- aBTOMaTHYECKHI 3aIyCK cpa3y IMOCIIe 3arpy3Ku ONEPAllMOHHON CHCTEMBI.
[logcucrema peanusyeTcsl MyTeM BHEIPEHUS CIEUUATbHOTO AHTHBHPYCHOTO

nporpaMmmMHoOro ooecnedenus Ha Bce 3nemeHTsl MCI/IH.

4.4 TloncucreMa MeKCeTeBOr0 IKPAHUPOBAHUS

[loncucremMa MEXCETEBOTO SKPAaHUPOBAHUS MpeIHA3HAYEHA U1 peaiu3aliu
CIIeAYIOMUX (PyHKITHIA:

- GuIbTpalMM OTKPHITOrO M 3ammdpoBaHHOro (3akpeitoro) IP-tpaduka mo
CJIIEAYIOIINM MTapaMeTpam;

- pukcand BO BHYTPEHHHMX JKypHajiax HWHpOpMalmuu O MPOXOASIIEM
OTKPBITOM U 3aKkpbiToM IP-Tpaduke;

- uAeHTU(UKAIUKN U ayTeHTU(DUKALUIO aIMUHUCTpPATOPa MEKCETEBOr0 dKpaHa
IIPU €ro JIOKaJIbHBIX 3allpocax Ha JOCTYIL;

- peructpaiuu BxoAa (BBIXOAAa) aJIMHHHCTPATOpa MEKCETEBOTO JKpaHa B
cucteMy (M3 CHUCTEMBbI) JMOO 3arpy3kd W HWHULHMAIMA3ZAIUM CUCTEMBI U €€
MPOrPaMMHOTIO OCTaHOBA;

- KOHTPOJIS IETIOCTHOCTH CBOEH MPOTpaMMHOM M HH(POPMAITMOHHON YaCTH;

- (puIBTpALlMK MAKETOB CIIYKEOHBIX MPOTOKOJIOB, CIYKAIIUX JIJIST TUATHOCTUKU
U yTpaBJeHus paboTOM CETEBBIX YCTPOMCTB;

- puIbTpallMd C YY4E€TOM BXOJHOTO M BBIXOJAHOIO CETEBOr0 MHTEpdeiica Kak
CPEICTBO MPOBEPKHU MOMJIMHHOCTH CETEBBIX aIPECOB;

- PETUCTPALIMY U y4YeTa 3allpalliBaeMbIX CEPBUCOB MIPUKJIIATHOTO YPOBHSI;

- OJIOKUpPOBAaHMS JOCTyIAa HEUJICHTHU(PUIUPOBAHHOTO OOBEKTAa WIM CYObEKTa,
MOJIJTMHHOCTh KOTOPOTO TIPH  ayTeHTU(HUKAIMU HE TMOATBEPAWIACH, METOIAMH,
YCTOMYMBBIMU K MEPEXBaTY;

- KOHTPOJISL 32 CETEBOM aKTMBHOCTHIO MPUIIOKEHUN U OOHAPYKEHHSI CETEBBIX

aTrak.
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HOI[CI/ICTCMa PCAIM3YCTCA BHCAPCHUEM IMPOTPAMMHO-AIIIAPATHBIX KOMILICKCOB

MCIKCCTCBOI'O O9KPAaHUPOBAHHWA HAa I'PAHUILIC HCB, KJIaCcCOM HE HIKE 4.

4.5 MMoacucTreMa aHAJIN3A 3ALIHIEHHOCTH

[Toncucrema aHanu3a 3alllMLICHHOCTH, JOJDKHA OO€CnedMBaTh BbISBICHUS
yS3BUMOCTEM, CBSI3aHHBIX C omuOkamu B KoH(urypauuu 110 HUCIIAH, xoTOpbIe
MOTYT OBITh UCITOJIb30BAaHbl HAPYIIHUTENIEM ISl peau3alii aTakh Ha CUCTEMY.

OyHKIMOHAJI MOJCHUCTEMBl MOXKET OBITh pEaIN30BaH IMPOTPAMMHBIMU U

IIPOTPaMMHO-ANNAPATHBIMHU CPEJACTBAMH.

4.6 lloacucrema oOHAPYKEeHHUS BTOPKEHMIt

[Toncucrtema oOHapyKEHUS BTOPXKCHHH, JODKHA OOECICUMBATh BBISBICHUC
ceTeBhIX atak Ha 3neMeHTsl CII/IH mogkiIFoueHHBIC K CETSIM OOIIEro Moab30BaHus 1
(MII) MEXTYHApPOHOTO OOMEHA.

OYHKIMOHANI TOJCHUCTEMbl MOXET OBITh peajru30BaH IPOTPAMMHBIMH U

IIPOTPaMMHO-ANNAPATHBIMHU CPEJACTBAMH.

4.7 lloacucrema Kpunrorpagpuueckoi 3alUThI

[loncucrema kpunTOrpaguUecKor 3alIUThl MpPEAHA3HAYEHA I MCKIIOYEHUS
HC/I x 3amumaemoii undopmaruu B UCITJIH Yupexaenus, npu ee mepemadu o
KaHajaM CBSI3U CeTel OOILEro Moyib30BaHus U (WJIM) MEKIYHAPOAHOIO OOMEHa.

[loncucrema peanusyeTcsi BHEIPEHUST KpUNTOrpapuuecKux MpOrpamMMHO-

aIlrrapaTHbIX KOMIIJICKCOB.
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5 Hoan3oBatean UCIIAn

B KOHHGHHI/II/I I/IHd)ODMaIlI/IOHHOI‘/'I 0C30I1aCHOCTH OIIPpCACICHBI OCHOBHELIC

KaTeropuu Imosib3oBaTeneil. Ha oOCHOBaHMM 3THX KaTeropuu JOJDKHA OBITh
npousBeaeHa tunusanus nouas3osareneid MCII/IH, onpeneneH ux ypoBeHs JOCTyIIA U
BO3MOYXHOCTH.

B UCIIJJlH VYupexaeHuss MOXHO BBIICIUTh  CIEAYIOIIME  TPYIIIbI
II0JIb30BaTENEH, yUacTBYIOIIMX B 00paboTke U XxpaHneHuu [1/1H:

- Anmunuctparopa UCI/H;

- AIMUHHCTpaTopa O€30MacHOCTH;

- Oneparopa APM;

- AIMUHHCTpPATOpa CETH,;

- Texauueckoro  cmeuuanucTta IO  OOCIYXKMBaHUIO  nepudepuitHOro
o0opy10BaHUS;

- [Iporpammuct-pazpadorunk MCII/IH.

JlarHple 0  rpymmax  IOJIb30BaTeNAX, YPOBHE MX  JOCTyna H

MH()OPMUPOBAHHOCTU JOJKEH ObITH OTpakeH B [lojokeHre 0 pa3srpaHWYeHUU NpPaB

JIOCTYIIA K 00padaThIBAEMBIM ITIEPCOHAJILHBIM JITAHHBIM.

5.1 Axmunucrparop UCITIn

Anvmunuctpatop HWCIIH, coTpynHuK YupexaeHus, OTBETCTBEHHBIH 3a
HACTPOWKY, BHEJPEHUE 151 conmpoBoxaeane  MCII/H. ObGecrneunBaet
byHKIHOHUPOBaHUE MOACUCTEMBI yrpaBieHus: noctynom WCII[AH u ynomHomoueH
OCYUIECTBJISAThH MPEAOCTABICHNE U pa3rpaHUUYCHHUE JOCTya KOHEYHOrO MOJIb30BATENS
(Oneparopa APM) K asieMeHTaM XpaHSUIUM EPCOHATIbHBIE TaHHBIE.

Anmunuctpatop UCIIIn obnagaeT cienyonmm ypoBHEM JOCTYA U 3HAHUM:

- o0aaer nojaHo UHPOpMalUel 0 CUCTEMHOM U MPUKJIIATHOM IPOrpaMMHOM
obecneuernuu UCII/H;

- o0aiaet noHoM MHpopMaIuel 0 TEXHUYECKUX CPEJCTBAX U KOHPUTypaluu
NCTIH;

- UIMEET JIOCTYI KO BCEM TEXHUYECKUM CpEACTBaM 0OpabOTKH MHPOPMAINH U
nanubiM UCITIH;
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- o0jajaer mpaBaMu KOH(PUTYPUPOBAHMS U aJIMUHUCTPATUBHOM HACTPOUKH

texHudeckux cpeacts MCIIH.

5.2 AIMUHHCTPATOP 0€30MACHOCTH

AnMuHHCTpaTOp 0€30MAaCHOCTH, COTPYAHUK YUpexIACHHs, OTBETCTBEHHBIN 3a
¢ynkmuonupoBanue  C3I1JIn, Bkimouas  oOchmy>KMBaHWE W HACTPOMKY
aIMUHHACTPATUBHOM, CEPBEPHOMN U KIIMEHTCKOM KOMIIOHEHT.

AnMuHHCTpaTOp 0€30MacHOCTH 00JIaJJaeT CIEAYIONIMM YPOBHEM JOCTyNa H
3HAHUMU:

- obnamaer npaBamu Anmunuctpatopa UCI/IH;

- obnamaer nonHou undopmarueit 06 UCIIH;

- UIMEET JIOCTYI K CPeACTBaM 3alIUThl MH()OPMALIMA U MPOTOKOJIUPOBAHUS U K
yacTH Kto4eBbIx aneMeHToB UCII/IH;

- HE UMEET MpaB JIOCTYMA K KOH(QUTYPUPOBAHUIO TEXHUUECKUX CPEJICTB CETH 32
UCKJIFOYEHHEM KOHTPOJIbHBIX (MHCIIEKIIUMOHHBIX ).

AnmuHHCTpaTOp 0€30MaCHOCTU YIIOJTHOMOYEH:

- peanu30BbIBaTh TMOJUTUKK Oe3omacHocTd B 4actu HacTpouiku CK3U,
MEXKCETEBbIX SKPAaHOB U CHUCTEM OOHApY>KEHHUS aTakK, B COOTBETCTBHHM C KOTOPBIMU
nosib3oBatenb (Oneparop APM) monydaeT BO3MOXKHOCTh paboTaTh C JIEMEHTAMH
NCIIH;

- OCYLIECTBIISITh AYJUT CPEJICTB 3alHTHI;

- YCTaHABJIMBAaTh JOBEPUTEIbHBIE OTHOLIEHUS CBOEH 3alIUMIIEHHOM CETH C

CETSIMM APYTUX Y UPEIKICHUM.

5.3 Onepatop APM

Oneparop APM, coTpynHUK YUpEKICHHS, OCYIIESCTBISIOMNN 00pabOTKy
[11n. O6pabotka IIJ][H BkIrOYaeT: BO3MOXKHOCTH TpocMoTpa [1J[H, pydHO BBOA
[ B cucremy UCII[H, dopmupoBaHre CHpaBOK U OTYETOB MO HHGOPMAIIHH,
nonyyeHHon w3 HCIII. Oneparop He HWMEEeT NOJHOMOYMH ISl yIpaBICHUS

noacucremamu oopabotku nanubix u C3I1/]H.
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Omneparop UCII/IH o61agaeT cieayomuM ypoBHEM AOCTYIIa U 3HAHUMN:
- o0yamaeT BCEeMM HEOOXOJMMBIMH aTpuOyTaMu (HarpuMep, MapojeM),
00eCreunBaIOIUMU AOCTYTI K HEKOTOpOMY MoaAMHOXecTBY [1J1H;

- paciojaract KOH(l)I/II[eHHI/IaJIBHBIMI/I JaHHBbIMH, K KOTOPBIM UMCCT OOCTYVYII.

5.4 AAMMHHCTPATOP CeTH

AIMUHHCTPATOp CETH, COTPYAHUK YUpPEKIEHUSA, OTBETCTBEHHBIA 3a
(GYHKITMOHUPOBAHHUE TEJICKOMMYHUKAlMOHHOU II0JICUCTEMBI NCII/H.
AJIMUHHCTPATOp CETH HE HMMEET IOJHOMOYMH JJIg YNPaBIECHUA NOJICUCTEMAMHU
00pabOTKM TaHHBIX U 0€30MaCHOCTH.

AnMUHHUCTpATOp ceTH 00Ja1aeT CIEAYIOIIUM YPOBHEM JAOCTYIIa U 3HAHUM:

- o0aaeT yacThi0 HHPOPMALUKA O CUCTEMHOM M MPHUKIATHOM MPOrPaMMHOM
obecneuenuu UCIIH;

- o0asaer 4yacThio MH(OPMAIIMU O TEXHUYECKUX CPEACTBaX U KOH(QUTYypaALMH
NCTI/IH;

- UMeeT (PU3MYECKUM JOCTYNl K TEXHHYECKUM CpelcTBaM 00paboTKU
MH(OpPMAIUU U CPEJICTBAM 3AIIUTHI;

- 3HACT, 110 MEHbIIICH MCpPC, OAHO JICTAJIbBHOC UM JOCTYIIA.

5.5 TexHnuyeckuii CEeUAIUCT MO 00CTYKUBAHUIO epudepuitHOro
00opy0BaHMSI

TexHUYEeCKU CHEeUUaTUCT MO OOCITYXUBAHUIO, COTPYAHUK YUpeXICHHUS,
OCYHIIECTBJISIET OOCITy)KMBaHHUE W HACTPOMKY mepudepuitHoro o00pyI0BaHUS
NCIIdn. TexHuyeckuit crienuaiucT 1Mo oocmyKuBaHui0 He umeeT goctyna K [1/1H,
HE HMeEET TMOJHOMOYMHU g YIpaBieHUs MOACUCTEMaMU OOpaOOTKU J@HHBIX H
0€30I1aCHOCTH.

TexHHUUeCcKuil CeuanucT No 00CIy>KMBaHUIO 00JIa/IaeT CIAEAYIOIIMM YPOBHEM
JOCTyTa ¥ 3HAHUM:

- o0yagaeT yacThio MHGOPMAIIMU O CUCTEMHOM U MPUKIAIHOM IPOrpPaMMHOM

ob6ecrieuenun UCII/IH;
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- oOnamaer 4acTeio MHGOPMAIIMKA O TEXHUUYECKUX CPEICTBAaX U KOHPUTYpaIuu
NCI1/H;

- 3HACT, 110 MEHBIIIEH MCPEC, OAHO JICTAJIBHOC UM JOCTYIIA.

5.6 IIporpammuct-pazpadorunk UCII/In

[TporpaMMuCTBI-pa3paOOTUUKK (MOCTABIIMKHN) MPUKIAHOTO MPOTPAMMHOIO
oOecrieueHus, 00eCIeYnBaIOIINE €ro COMPOBOXKACHUE HA 3aluiiaeMoM oobekTe. K
JAHHOM TpyIme MOTYyT OTHOCUTbCA KaK COTPYJAHHKU YUpexACHUs, TaKk W
COTPYAHUKHU CTOPOHHHUX OPTraHU3alIHil.

JInmo »Ton Kateropuu:
- obnamaer wuH(popmanuenn 00 anropuTMax M IHporpammax o0pabOTKu

uHpopmanuu Ha UCIT/IH;

- 00ylajaeT  BO3MOMKHOCTSIMM ~ BHECEHHMsI OLIMOOK, HEIEKJIapUpPOBAHHBIX
BO3MOYKHOCTEM, TPOrpaMMHBIX 3aKJIaJ0K, BPEJOHOCHBIX MPOrpaMM B MPOrPaMMHOE
obecneuenne MCII/Ix Ha craguu ee pa3pabOTKH, BHEIPEHUS U COMPOBOKICHMUS;

- MOXET pacrnojlaratb JIOOBIMH (parMeHTaMu HH(OpPMALMA O TOIOJIOTUU
NUCIIIH 1 TexHuueckux cpeacTBax o0padoTku u 3aumThl [1/1H, oOpadaTbiBaeMbIX B

WUCTIIn.
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6 TpeOoBaHusi K mepcoHaNy MO odecnedeHuIo 3amuThl I H

Bce corpynnuku YupexiaeHus, sBisitomuecs nons3oBarensimu  UCII/IH,
JIOJKHBI YETKO 3HATh U CTPOTO BBIMOJHATH YCTAHOBJICHHBIC MIpaBUiia U 00S3aHHOCTH
0 JIOCTYNly K 3alllMIIaeMbiM OOBEKTaM W COOJIIOACHHUIO MPUHITOTO PpPEXHMa
oe3omacHoctH 11/1H.

[Ipu BCTymieHMH B JOJDKHOCTH HOBOTO COTPYIHMKA HENOCPEACTBEHHBIN
HayaJbHUK TOJAPA3JCICHUs, B KOTOpPOE OH IIOCTyMHaeT, 00s3aH OpraHU30BaTh €ro
O3HAKOMJICHUE C JOJDKHOCTHOW HMHCTPYKIHMEH U HEOOXOAUMBIMU JOKYMEHTaMH,
periiaMeHTupyronmmMu TpeboBanus no 3ammute [1/[H, a Takke oOyueHuEe HaBBIKAM
BBITIOJIHEHUS TIPOLIEYpP, HEOOXOIUMBIX JJisi CAaHKIMOHUPOBAHHOTO W CIOJIb30BAHUS
NCII/n.

CoTpyHUK T0KEeH ObITh 03HAKOMJICH CO CBEICHUSIMU HacTosien [lonmutuku,
NPUHATHIX Tpouenyp padotsl ¢ anementamu UCITH u C3I1/1H.

CotpynHuka  YUpexJIEeHHUs, UCIHOJb3YIOINE TEXHUYECKHE  CpEJICTBA
ayTeHTU(PUKalUM, JOJDKHBI  00€CleuynBaTh COXPAHHOCTh  MJICHTU(PHUKATOPOB
(anekTpoHHBIX Kitodeil) u He aomyckaTth HCJ] k HHMM, a Tak K€ BO3MOXHOCTh UX
yTEpPU WA UCIOJIB30BaHUS TPETbUMU JuLamMu. [10Jbp30BaTENN HECYT NTEPCOHAIBHYIO
OTBETCTBEHHOCTH 32 COXPAHHOCTb UJCHTU(PUKATOPOB.

CotpynHuku YUpexIeHUs: JOJDKHBI CIEI0OBaTh YCTAHOBIEHHBIM MPOLEaypaM

nojjiepkanus pexxkuma 6e3omacHocTd I1/[H pu BeIOOpE M HCIIOJIB30BAHUU ITAPOJICH

(ecyii HE UCTIOJIB3YIOTCSl TEXHUUECKUE CPENICTBA ayTEHTU(UKALIIN).

CoTpynHUKM YUpeKIeHHs JOJDKHBI 0OecreyrBaTh HaJIEKaAI[YI0 3alluTy
o0opyioBaHus, OCTaBIsieMOro 0e3 MpUCMOTpPa, OCOOEHHO B TEX Cllydasx, KOrja B
MOMEIIIEHUE MMEIOT JIOCTYI MOCTOPOHHME Nuia. Bce monb3oBaTeny AOKHBI 3HATH
TpeboBanuss 1o Oe3zomacHoctu [I/lH w mpoueaypbl 3amuThl  00OpYHAOBaHHS,
OCTaBJIEHHOT'O 0€3 MPUCMOTpPa, a TaKXKE€ CBOM OOS3aHHOCTH IO OOECIEYEHUIO TaKOM
3aIUTHI.

CoTpynHHKaM 3ampelaeTcsl yCTaHABIMBaTh ITOCTOPOHHEE MPOrpaMMHOE
o0ecriedeHre, TMONKIOYaTh JIMYHBIE MOOWIBHBIE YCTPOWCTBA U HOCHUTEIH

I/IH(I)OpMaI_II/II/I, d TaK K¢ 3allMChIBATh HAd HUX 3al[UIIACMYTO I/IH(l)OpMaI_[I/IIO.
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CoTpyaHukaMm 3ampemaercs pasrjiamarh  3alldilaeMyro  HH(opmaiuio,
KOTOpasi cTajla UM U3BeCTHa mpu padbore ¢ HMHGOPMAIMOHHBIMU CHUCTEMaMU
YupexaeHus, TpETbUM JIULAM.

[Tpu padote ¢ [11n B UCIIIH coTpyanuku YupexaeHus 00s3aHbl 00€CTIeunTh
OTCYTCTBHE BO3MOXHOCTH npocmotpa II/[H TpeTtbumu nmuamu ¢ MoHUTOpoB APM
WJIA TEPMUHAJIOB.

[Tpu 3aBepuienuu padotel ¢ UCIIH coTpyanuku o0si3aHbl 3amututh APM
WIN TEPMUHAJBI C MMOMOIIBIO OJIOKMPOBKU KJIIFOUOM HJIM 3KBHUBAJIEHTHOI'O CPEJICTBA
KOHTPOJIsl, HAIlpUMEP, TOCTYIIOM I10 MapOoJIt0, €CIIM HE UCTIOIb3YI0TCS 00siee CUITbHBIC
CpPEACTBA 3aIUTHI.

CotpynHuku YupexaeHus I0JDKHBI OBITh MPOMH(POPMHUPOBAHBI 00 Yrpo3ax
HapylieHus pexxkuma Oe3ornacHocTd [IJ[H M OTBETCTBEHHOCTH 3a €ro HapyIICHHE.
OHU JOJDKHBI OBITH O3HAKOMJIEHBI C YTBEPXKIECHHON (opManibHON MpoLe ypoi
HaJIO)KEHUSI AUCUUIUIMHAPHBIX B3bICKAHUW Ha COTPYAHUKOB, KOTOPBIE HAPYIIWIHA
MPUHSATHIC MOJTUTHUKY U TPoIeaypbl 6e3onacHoctu [11H.

CotpynHuku 00s13aHbl 0€3 MPOMEICHUsI coo0IaTh 000 BCEX HAOII0aeMbIX
WM TIOJI03pUTENbHBIX citydasix padotel UCII/IH, Mmorymux mossieds 3a co00# yrpo3bl
oezonmacHoctu [I/[H, a Takke O BBIABICHHBIX UMHU COOBITHSX, 3aTpardBarONINX
oe3onacHocTh II/[H, pyKOBOACTBY NOApa3ieiNeHUss U JIMIY, OTBEYAKIIEMy 3a

HEMEIJICHHOE pearupoBaHre Ha yrpo3sl 6e3omacHocT I1/1H.
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7 JlozkHOCTHBIE 00si3aHHOCTH mosib3oBaTenaeil MCIIIn
JlomokHOCTHBIE 00s13aHHOCTH Tostb3oBatenet MCIIJIH omucanbl B ClIEAYIOIIMX
JIOKYMEHTAX:

- Nuactpykims agmuauctparopa UCI/H;

- NacTpykimg agmunuctparopa 6esonacHoctr MCIIJIH;

- NacTpykims noabizoBarens MCILIH;

- UHCTpYKIMS TTOJIL30BATEIS TP BO3HMKHOBCHUH BHEIITATHBIX CUTYaIlUM.
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8 OTBercTBeHHOCTH COTPYAHMKOB UCII/IH Yupexkaenus

B cootBercTBUM cO cT. 24 DenepanbHoro 3akoHa Poccuiickoit depepanuu ot
27 wrona 2006 r. Ne 152-®3 «O nepcoHaldbHBIX AAHHBIX» JULA, BUHOBHBIE B
HapyleHuu TpeOoBaHU naHHOrO DefepalibHOrO 3aKOHA, HECYT TPaKIaHCKYIO,
YTOJIOBHYIO, aJIMUHUCTPATUBHYIO, NUCIUIUIMHAPHYI0O U HHYIO MNPEIYyCMOTPEHHYIO
3aKoHoAaTenbCTBOM Poccuiickon denepanni OTBETCTBEHHOCTbD.

JelicTBytolee 3akoH01aTeabcTBO PD 1mo3BoIIA€T NPeAbsaBIsATh TPEOOBAHUS 11O
oOecnieueHnto  OezomacHOM  paboThl ¢ 3ammmiaeMoid  umHpopMmanuedn U
MpeAyCMaTPUBAET OTBETCTBEHHOCTh 3a HAPYUIEHUWE YCTAHOBJIEHHBIX IPABUII
skcrtyarani 9BM u cucteM, HepaBOMEPHBIM JOCTYN K WUH(OpPMAIUU, €ClU 3TU
JNEUCTBUS TIPUBEIIM K YHUYTOXKECHHIO, OJIOKMPOBAHUIO, MOAU(UKAIIUU UHPOpMALIIN
Wi HapyieHuto padbotel OBM unu ceteit (cratbu 272,273 u 274 YK PO).

Anvmunuctpatop MCIIlH u  agMuHHCTpaTOop  0€30MAaCHOCTH  HECYT
OTBETCTBEHHOCTh 3a BCE JCHCTBHS, COBEPIICHHBIE OT MMEHM MX YYETHBIX 3aIuceu
WIN CUCTEMHBIX YYETHBIX 3alHCEH, €Clii He JOKa3aH (paKT HECAHKIIMOHUPOBAHHOTO
MCMOJIb30BaHUs YUETHBIX 3aIKCEH.

[Ipn HapyuieHHSX COTpyAHUKAMHU YupexaeHus — noisb3oBareneid WNCII/Ix
MpaBW, CBSI3aHHBIX C Oe3omacHOCThIO IIJ[H, OHHM HeCcyT OTBETCTBEHHOCTD,
YCTAHOBJIEHHYIO JEUCTBYIOIINM 3aKOHOAATENLCTBOM Poccutickon denepanuu.

[IpuBenenubie BbIIE TPEOOBAHWS HOPMATHUBHBIX JOKYMEHTOB IO 3alllUTE
uHpopMalu JOJDKHBI OBITh  OTpakeHbl B IloJOXKEHUSX O MOApa3ACICHUSIX
Yupexnaenus, ocymecTBisomux o6padborky I[1Jln 8 MCIIJIH u 10KHOCTHBIX
UHCTPYKLHSAX COTPYAHUKOB Y UPEKICHUS.

Heob6xonmumo BHectu B IlosioxkeHuss o ToApa3feieHUsIX YUpexaeHus,
ocymiecTistomux 06padotrky I1/ln B MCIIJIH cBemenus o0 OTBETCTBEHHOCTH WX
PYKOBOAUTENIEM M COTPYJHHMKOB 3a pasrjalleHUEe W HECAHKIMOHUPOBAHHYIO
Moaupukanuo (uckaxenue, panbcudpuxanuro) I1J[H, a Takke 3a HeMpaBOMEPHOE

BMEIIATEIHCTBO B MPOIECCH MX aBTOMATH3UPOBAaHHON 00pabOTKH.
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9 Cnucok UCIo0JIb30BAHHBIX HCTOYHUKOB

OCHOBHBIMM HOPMATHUBHO-TIPABOBBIMH W METOJIMYECKUMHU JOKYMEHTAMH, Ha
KOTOpBIX Oazupyertcs HacTosee [lonoxkenue sBIsIOTCS:

1 ®enepanbubii 3akon ot 27.07.2006 1. Ne 152-®3 «O mnepcoHaIbHBIX
naHHbIx» (nanee — @3 «O nepcoHaNbHBIX JAHHBIX»), YCTAHABIMBAIOIIUN OCHOBHBIE
NPUHITUIBI U ycioBus oOpabotku I[1/IH, mpaBa, 00S3aHHOCTH M OTBETCTBEHHOCTH
YYaCTHHUKOB OTHOIIICHHH, CBS3aHHBIX ¢ 00padoTkoi [1/]H.

2 «ITomoxxenne 00 obecrieyeHHH 0€30MAaCHOCTH MEPCOHANBHBIX JAaHHBIX MpPU
ux o0paboTke B UWH(GOPMAIIMOHHBIX CHUCTEMax IMEPCOHANIBHBIX  JAHHBIX»,
yrBepxaeHHoe [Tocranosinennem I[IpaBurensctBa PO ot 17.11.2007 r. Ne 781.

3 «[lopsmok  mpoBenaeHust  Kiaaccuukarmuu  WHPOPMAIMOHHBIX  CHCTEM
MEPCOHAIBHBIX JAaHHBIX», YTBEpKJICHHBIM coBMeCTHBIM [Ipukazom @CTIOK Poccun
Ne 55, ®CB Poccun Ne 86 1 Mununpopmcssazu PO Ne 20 ot 13.02.2008 r.

4 «Ilonoxenne 00 OCOOEHHOCTSAX OOpaOOTKM NEPCOHAIBHBIX JIAHHBIX,
OCYHIECTBJISIEMO 0€3 WCIOJIb30BAaHUSI CPEJCTB aBTOMATU3AIMKY, YTBEPKICHHOE
[TocranoBnennem IIpaBurensctBa PO ot 15.09.2008 r. Ne 687.

5 «TpeboBanus K MaTepUaTbHBIM HOCUTEISIM OMOMETPUUYECKUX TIEPCOHATBHBIX
JIAHHBIX W TEXHOJOTHUSIM XpaHEHUsI TaKUX JaHHBIX BHE WH(POPMAIIMOHHBIX CUCTEM
MEPCOHANBHBIX NaHHBIX», yTBepxkAcHHbIE [locTaHoBNeHueM [IpaBurtenscrBa PO ot
06.07.2008 r. Ne 512.

6 HopmatuBHO-MeTOMUecKHe AOKyMeHThl DenmepanbHON  CIyXObl 1O
TEXHUYECKOMY U dKCIIEpTHOMY KOHTpoJito Poccuiickoit @enepanuu (nanee - ®CTOK
Poccun) o odecrieucHuio 6e3omnacuoctu I[1/1a mpu ux odpadortke B8 UCIIIH:

7 PexoMeHanuu 1no odecrneueHro 0e30MacHOCTH NEPCOHATBHBIX JAHHBIX MPU
ux 00paboTke B MH(POPMAIMOHHBIX CUCTEMAaxX MEPCOHAIBHBIX JTAHHBIX, YTB. 3aM.
nupekropa @CTIK Poccun 15.02.08 r. (JCII)

8 OCHOBHBIE MEpPONPUITHS MO OPraHU3aLUU U TEXHUYECKOMY OOECHEeUYEHUIO
0€30MacHOCTH TEePCOHAIBHBIX JIAaHHBIX, 00padaThiBaeMbIX B HWH(GOPMAIIMOHHBIX

CUCTEMAaX MEPCOHAIBHBIX NaHHBIX, YTB. 3aM. aupekropa ®CTIOK Poccum 15.02.08 .
(ACII)
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9 bazoBas Mojenb yrpo3 0€30MacCHOCTH TEPCOHAIBHBIX MAaHHBIX NPU HX
0o0paboTke B HH(OPMALMOHHBIX CUCTEMAaX IEPCOHAIBHBIX JaHHBIX, YTB. 3aM.
mupekrtopa PCTIOK Pocenn 15.02.08 r. (ICII)

10 MeToauka orpeneneHus: akTyajJbHBIX YIpo3 0€30IMacHOCTH MepPCOHATBHBIX
JTaHHBIX MPU UX 00paboTKe B MH(DPOPMAIIMOHHBIX CUCTEMAax MEPCOHATBHBIX JaHHBIX,

yTB. 3am. gupekropa ®DCTIK Poccum 15.02.08 r. (ICII)
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1€

Hpuiaoxenue 1

No [Tnan - mepeyeHb TEXHUYECKUX MEpONpHUsATHi 1o ooecnieuennu 6e3omacHoctu MCIT]] K3 K2 K1
| B noacucreme ynpasieHus: JOCTYIIOM:
Peanu3oBaTh nIeHTU(UKALIUIO U TPOBEPKY MOMITMHHOCTH CYOBEKTOB OCTYIIA TIPH
1 BX0jie B onepauuonHyto cuctemy MCII/IH no naponto ycioBHO-IIOCTOSHHOTO + + +
JIEHCTBUS, [UTMHOW HE MEHEE IIeCTH OYKBEHHO-IIU(POBBIX CHMBOJIOB;
Peanu3oBaTh HIeHTU(DUKALINIO TEPMUHAIIOB, TEXHHYECKUX CpeAcTB 00padoTku [1/1H,
2 y310B UCIIJIH, KOMIIbIOTEPOB, KaHAIOB CBs3H, BHEIIHUX ycTpoiicTB MCII/IH no nx - + +
JIOTUYECKUM UMEHaM (azpecam, HoMepam);
3 Pean1i13OBaTb IiI',Z[eHTI/I(I)I/IKaLII/IIO MporpaMM, TOMOB, KaTaJIOTroOB, (ailinos, 3amnucei, i + +
IIOJIEH 3aIMCed 10 MMEHAM;
4 Peann3oBaTh KOHTPOJIb IOCTYMA CyOBEKTOB K 3aIIMIIAEMBIM PECYpCam B i + +
COOTBETCTBUU C MaTPUIIEH TOCTYMA,
npu Hamnuuu nojkioueHust MCII/IH k cetssiM o011ero noiab30BaHUs 10JIKHO He amxe 5-ro | He mmxe 4-ro | He ke 3-ro
5 MIPUMEHSATHCS] MEKCETEBOE SKPAHUPOBAHUE. YpOBHS YPOBHS YPOBHS
3aIIMIIEHHOCTH | 3aIMIIEHHOCTH | 3aIMIIEHHOCTH
Jlns obecnieuenus 6e30macHOro MexcereBoro B3anmoaercTsus B UCI I nis He numxe 5-ro He amxe 4-ro He amxe 3-1o
6 Pa3HbIX KJIACCOB HEOOXOIMMO HCII0JIb30BaTh MO YpOBHSI YpOBHSI YpOBHSI
3aIMIIEHHOCTH | 3alIMIIEHHOCTH | 3alIMIIIEHHOCTH
I CpeICTBO 3alMThI OT MPOrpaMMHO MaTeMaTuyeckux Bo3aencTauii (IIMB):
PeanuzoBaTh uieHTU(UKALINIO U ayTeHTU(UKAINIO CYOBEKTOB JJOCTYIA MPU BXOJIE B
CPEICTBO 3aIIUTHI OT MPOTPAaMMHO MaTeMaTuueckux Bo3aeiicteuil (IIMB) u nepen
1 BBITIOJTHEHHEM MIMHU JIFOOBIX OTIepaIiiii 1o yrpaBieHUI0 PYHKITUSIMH CPEACTBA + + +

3anuthl oT [IMB 1o maposto (MiH ¢ UCTIoIb30BaHHEM HHOTO MeXaHU3Ma
ayTeHTH(HUKAINN) YCIOBHO-TIOCTOSTHHOTO ICHCTBHSI [UIMHOW HE MEHEe IIeCTH
OYKBEHHO-IIM(POBBIX CUMBOJIOB;
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OcCyIIecTBISATh KOHTPOJIb JIIOOBIX ACHCTBHI CyOBEKTOB JIOCTYIIA IO YIIPABICHHUIO
GyHKIUSAME cpeacTBa 3amuThl oT [IMB ToBKO 1MOCIIe TPOBECHHS €ro YCICITHON
ayTeHTU(UKAIINH,

[TpenycMoTpeTh MexaHU3Mbl OJIOKMPOBAHUS JIOCTyIA K Cpe/cTBaM 3amuTthl oT [IMB
MIPU BBIMOJHEHUN YCTAHABIMBAEMOTI'0 YMCJIA HEYJAUHBIX MOMBITOK BBOJIA MAPOJIS;

Heob6xonuMo mpoBouTh HACHTU(UKAINIO (PaiiyIOB, KATAIOTOB, MPOTPAMMHBIX
MOJIyJIeH, BHEITHUX YCTPOMCTB, UCMOJIb3YEMBIX CpeacTB 3amuThl oT [IMB;

B nopcucreme peructpanuu 1 yuera:

OcymiecTBIATh PErucTpalnio BXoa (BbIxo1a) Cy0ObeKTa JoCTyla B cUcTeMy (13
CHCTEMBI), THOO PETUCTPAINIO 3aTPY3KH U MHULIMAIN3ALUN ONEPAIHOHHON CHCTEMBI
U €€ NIPOrpaMMHOI0 OCTaHOBa. Perucrpanus BbIXOAA U3 CUCTEMBI MJIM OCTaHOBA HE
IIPOBOAMTCSA B MOMEHTHI annapaTypHoro otkiatouenust UCIIJIH. B napamerpax
perucTpaimm yKa3blBaloOTCs JlaTa U BpeMs BXoa (BbIXxoJa) CyObeKTa J0CTyna B
CUCTEMY (M3 CUCTEMBbI) UJIU 3arpy3KU (OCTAaHOBA) CUCTEMBI;

[TpoBoAMTH yueT BceX 3alllMIIaeMbIX HOCUTENeH HHGOPMAIIUU C TOMOIIBIO UX JTF000i
MapKHUPOBKH U C 3aHECEHUEM YUETHBIX JIaHHBIX B KypHaJI (YUETHYIO KapTOUKY);

[TpoBOIUTH perucTpanmio BXo/1a/BeIxoqa CyObEKTOB JOCTYIA B CPEJICTBO 3ALIUTHI OT
IIMB, peructpanuro 3arpy3Ky 1 HHULIHAAIU3ALUY 3TOTO CPEICTBA U €€
IPOTrpaMMHOI0 OCTaHOBa. B mapamerpax perucTpanuu ykasblBaeTcs BpeMs U Jara
BX0/1a/BbIX0/ia CyOBEKTa AOCTYIA B CpeICTBO 3amiuThl oT [IMB min
3arpy3Kn/0CTaHOBA ATOTO CPEJICTBA, a TAKXKE UACHTU(DHUKATOP CYyOBbEKTa JOCTYIA,
WHHUIIMAPOBABIIETO JAHHBIC ACHCTBUS;

[TpoBoauTH peructparnuio coobITUil mpoBepku 1 oOoHapyxeHus [IIMB. B napamerpax
perucTpaium yKasblBaloTcs BpeMs U JlaTa MpoBepku win oOHapyxenus [IMB,
UECHTUDUKATOP CyOBEKTa JOCTYIA, MHUIIMMPOBABIIETO JJaHHbIE JEHCTBUS, XapaKkTep
BBITIOJTHSIEMBIX JICHCTBUI TIO MPOBEPKE, TUIT OOHAPYKEHHOW BPEIOHOCHOU
nporpammsl (BIT), pe3ynbrar geldcTBHii cpeacTa 3aumThl 1o OnokupoBanuio [IMB;

[TpoBOAKTH pErucTpanuio COOBITUH MO BHEAPEHUIO B CPEICTBO 3auThl OT [IMB
MakeToB OOHOBJICHUI. B mapameTpax peructpaiuy yKa3pIBarOTCSl BpeMs U JaTa
0OHOBJICHHUS, UACHTU(PHUKATOP CYObEKTa JOCTYMa, MHUIIMUPOBABIIIETO JaHHOE
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JEHCTBUE BEpCUSl U KOHTPOJIbHASI CyMMa MTakeTa OOHOBJICHHUS,

[TpoBoAUTH perucTpanuio coObITUH 3amycka/3aBepileHus padboTbl MOIyJIEH cpeacTBa
3ammtsl oT [IMB. B nmapamerpax perucrpanuy yKasplBalOTCs BpeMs U JaTa
3armycKa/3aBepiieHus padoThl, HACHTH(PUKATOP MOIYJISI, UICHTU(PHUKATOP CYOBhEKTa
JIOCTYTIA, MHUIIMMPOBABIIETO JAaHHOE JICHCTBUE, PE3yIbTAT 3aIlyCcKa/3aBepIICHUS
paboTHI;

JIOJKHA TIPOBOAMTHCS PErUCTPALlUs COOBITHIA yIpaBlIeHHs CyOBEKTOM JI0CTYyIa
bynkuusamu cpenctsa 3amuTsl oT IIMB. B napamerpax perucrpanuu yka3bslBaroTCs
BpEMs U J]aTa COOBITUS YIIPaBJICHUs KXo (pyHKUMEH, HIEHTUPUKATOP U
cneundukanus GyHKUUHU, HACHTU(DUKATOP CyOBbEKTa JOCTYIA, HHUIIUMPOBABILETO
JTAHHOE J€MCTBHE, PE3YyIbTaT IEHCTBUS;

[TpoBoaAMTH perucTpanuio COObITUIN MOMBITOK JOCTYMA MPOrPAMMHBIX CPEICTB K
MOJYJIsIM cpelicTBa 3auThl oT [IMB nnu cneunansHbeIM J0ByIIKaM. B mapamerpax
pETUCTpAINK YKa3bIBAIOTCS BPEMS M JIaTa MOMBITKH TOCTYIA, HACHTU(UKATOP
MOy, UACHTU(UKATOP U crieunduKanus MOayIs cpeacTsa 3amutel ot [IMB
(crienManabHOM JIOBYIIKH), PE3YJIbTAT MONBITKH JIOCTYIIA,

[TpoBoAUTH perucTpanuio coobITUI OTKaTa A cpencTa 3ammuTsl or [IMB. B
napameTpax perucTpaluy yKa3bIBalOTCS BpeMsl U JlaTa COOBITHS OTKATa,
cnenuduKanys JeMCTBUIA 0TKaTa, UACHTUPHUKATOP CyObEeKTa JOCTyIa,
VHUIIMMPOBABIIETO JAHHOE JEHCTBUE, PE3YJIbTAT ICHCTBUS;

10

ObecneunTh 3aIUTy JAHHBIX PETUCTPALMU OT UX YHUUTOKEHHS UM MOIU(PUKALUU
HapyIIUTETIEM;

11

Peanu3oBarh MEXaHU3MBI COXPAHEHUS JAHHBIX PETUCTPALUU B CIIy4ae COKPALLCHUS
OTBEJECHHBIX ITOJ] HUX PECYPCOB;

12

PeanuzoBath MexaHM3MBbI IPOCMOTPA U aHANIM3a JAHHBIX PETHCTPAIMU U UX
GuIbTpaluy 1o 3alaHHOMY Habopy MapaMeTpoB;
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13

ITpoBOAMTH aBTOMATUUECKUN HEIPEPBIBHBI MOHUTOPUHT COOBITHI, KOTOPBIE MOTYT
SBJISITHCSL TpUanHON peanm3anuu [IMB (co3nanue, penakTupoBaHue, 3aIUCh,
KOMIWISILMSL OObEKTOB, KOTOPbIE MOT'YT cosiepkath BII).

14

PeanusoBaTh MEXaHM3M aBTOMATUYECKOTO aHAIN3a JAHHBIX PETUCTPALMH I10
11a0JIoHaM THIIOBBIX nposiBiernid [IMB ¢ aBTOMaTHUeCKUM UX OJIOKHPOBAaHUEM U
yBEJIOMJICHHEM aIMUHUCTpATOpa 6€3011aCHOCTH;

15

[TpoBOAWTH HECKOIBKO BHJIOB yueTa (IyOIHUPYIOIINX) C PETUCTPAMEH BbIIaYN
(mpuema) HocuTene HHPOPMAIIHH;

16

OcCymiecTBIATh PErUCTPALNIO BX0/a (BBIX01a) CYOBEKTOB JIOCTYIIA B CHCTEMY (13
CHCTEMBI), MO0 perucTpaiys 3arpy3ki 1 MHULUATU3aUH ONlepalluOHHOMN CHCTEMBI.

17

Ocy1ecTBIATh PErUCTPALMIO BbIJaUM MT€YaTHBIX (IpaduyecKuX) JOKYMEHTOB Ha
«TBEpAYI0» Konuio. B mapameTrpax perucrpanuu yka3plBaroTcs (JaTa U Bpems
BblJ1auu (0OpaleHus K MoACUCTEME BbIBOAA), ClICU(HKALMS yCTPONCTBA BbIIAYH —
JIOTUYECKOE UMS (HOMEp) BHELIHETO YCTPOICTBA, KPaTKOE COJAEpKaHUE
(HauMeHOBaHMe, BU, MHU(P, KOA) U YPOBEHb KOHPHUIECHIIMATLHOCTH JOKYMEHTA,
UACHTU(PUKATOP CYOBEKTA JOCTYIA, 3alIPOCUBILETO JOKYMEHT;

18

Ocy1ecTBISATh PErUCTPALIMIO 3alycKa (3aBEepIIeHMs]) TPOrpaMM U MPOIIECCOB
(3amanuii, 3a1a4), NpeJHa3HAYSHHBIX AJ1s1 00paboTKH 3aluiiaeMbix (aiiiaos. B
napameTpax perucTpalry YKa3bIBAIOTCS JaTa U BpeMs 3aIycKa, HMs
(unentudukarop) mporpammsl (Iporecca, 3a1aHus), UASHTUPHUKATOP CyObEKTa
JIOCTYIIA, 3aIPOCHBIIETO MpOrpamMmy (IIPOIecc, 3aaHue), pe3ybTaT 3amycKa
(ycrienHbli, HeyCHeIHbIH — HECAaHKIIMOHUPOBAHHBIH),

19

OCyIIECTBIIATh PETUCTPAIIHIO IMOMBITOK JOCTYIIa TPOTPAMMHBIX CPEJICTB (TIpOoTpamm,
MPOILIECCOB, 3aj1ay, 3aJJaHui) K 3aIuiacMbiM (aiinam. B mapamerpax perucrpamuu
YKa3bIBAIOTCS J]aTa M BPEMsI TTOMBITKY JOCTYTA K 3aluIaeMomy (ailiry ¢ ykazaHnuem
ee pesynbTara (ycIemrHasi, HeycrenrHas — HeCaHKIIMOHUPOBaHHAs ), UACHTU(PHUKATOP
cyOBeKTa 1ocTyna, cnenuduKaims 3anunaemMoro daimia;
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OCyIIECTBIATh PETUCTPALHIO MOMBITOK JOCTYIA MPOTrPAMMHBIX CPEJICTB K
CJIETYIOIINUM JIOTIOJIHUTEIbHBIM 3aIUIIAEMbIM 00bEKTaM JOCTYyTA: TEPMUHAJIAM,
KoMIibtoTepam, y3nam cetu UCII/IH, nuausm (kaHanam) CBsi3U, BHEIIHUM
yCTPOICTBaM KOMITBIOTEPOB, IPOrpaMMaM, TOMaM, Katajioram, (aiiaam, 3amucsm,
MOJISIM 3aruceil. B mapaMeTpax perucTpaiuu yKa3blBarOTCs J1aTa ¥ BPEMsl TIOTBITKA
JOCTyTA K 3alIMIIaeMOMYy OOBEKTY C yKa3aHUEM ee pe3ylibTara (ycremnrHas,
HEYCIelTHasi — HECAHKIIMOHUPOBAHHAs ), MICHTU(DUKATOP CYOBEKTa JOCTYIIA,
crienuKanys 3aMIaeMoro 00beKTa — JIOTHIecKoe uMs (HoMep);

21

[TpoBOAMTH y4eT BCEX 3alIUIIAEMbBIX HOCUTENEH HHPOPMAIUH ¢ TTOMOIIBIO UX
MapKUPOBKH U C 3aHECEHUEM YUETHBIX JaHHBIX B KypHaJ (YUETHYIO KAPTOUKY);

22

OcymmecTBISATh OUUCTKY (00HYJICHHE, 00e3IMIMBAaHUE) OCBOOOKIAEMBIX 00JIacTei
OTepaTUBHON MaMsATH KOMIIBIOTEPOB U BHEIIHUX Hakomurtesne. Ouncrka
OCYILECTBIISICTCSI OTHOKPATHOW IPOM3BOJILHOM 3aIHCHI0 B 0CBOOOKIAEMYIO 00JIaCTh
MaMsITH, paHee UCIIOIb30BAHHYIO I XPaHEHUs 3allUIaeMbIX JaHHbBIX ((ailios,
uH(popMalun);

B noacucreMe obecriedyeHus LeJIOCTHOCTH

O6ecneynTs eNTOCTHOCTD MPOTPAMMHBIX CpeICcTB 3amuThl B coctaBe C3I1/1H, a
TaKXK€ HEU3MECHHOCTbD HpOFpaMMHOﬁ CpCabl. HpI/I 9TOM LECJIOCTHOCTH CPCACTB 3alIUThI
MIPOBEPSIETCS MPU 3arpy3Ke CUCTEMBI IO HATHUUIO UMEH (MIEHTU(PUKATOPOB)
komrnoHeHT C3I1/IH, 11e710CTHOCTE TPOTrPaMMHOM Cpeibl 00eCTICUBAETCS
orcytctBreM B MICIIJIH cpenicTB pa3pabOTKH M OTJIAKU TPOTPaAMM;

OcymectBisats ¢pusznueckyro oxpany UCIIIu (ycTpoicTB U HOCUTENEH
uH(pOopMaInm), IpeaycMaTprBaroIas KOHTpoIb qoctyna B nomemenus UCITIx
MMOCTOPOHHUX JIUII, HATMYNE HAJCKHBIX MPETSATCTBUN ISl HECAHKITMOHUPOBAHHOTO
npoHukHoBeHus B nomenieHust UCIJIH u xpanunuiie HocuTenel nHhopMaluu;

[TpoBoauTh nepuoauueckoe TectupoBanue Gynkuuit C3I1H npu nsmeHeHun
nporpaMMHoOii cpeabl 1 nepconana MCII/IH ¢ noMomipio TecT-IIporpaMm,
nMutHpyronmx nonsitku HCJL;

JIOJDKHBI OBITH B HATMYMK cpeacTBa BocctaHoBneHust C3I1/IH, mpenycMarpuBatomye
BEJICHHE JIBYX KONUI MPOTrpaMMHBIX CPEACTB 3alllUThl UH(pOpMALINH, UX
HepHOANYECKOEe OOHOBIEHHE U KOHTPOJIb PabOTOCIIOCOOHOCTH;
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[IpoBOAMTH MPOBEPKY LIETOCTHOCTH MOAYJIEH cpencTBa 3amuThl oT [IMB,

5 HEOOXOAUMBIX JUIsl €r0 KOPPEKTHOro (DyHKIIMOHUPOBAHUS, IIPH €r0 3arpy3Ke ¢
VICIIOJIb30BAHUEM KOHTPOJIBHBIX CYMM,;
Ob6ecneunTh BO3MOKHOCTh BOCCTAHOBJICHUS CpeICTBa 3auThl oT [IMB,
6 IIPEAYCMAaTPUBAIOIIAS BEACHUE ABYX KON IPOTPAMMHOIO CPEICTB 3aLUTHL, €ro
HEpUOIMYECKOe OOHOBJIEHUE U KOHTPOJIb pab0TOCIOCOOHOCTH;
Peanu3oBaTh MeXaHU3MBI IPOBEPKH LIETOCTHOCTH MAKETOB OOHOBIICHH CPEACTBA
7 3amuThl OT [IMB ¢ uCnonp30BaHNEM KOHTPOJIBHBIX CYMM;
[IpoBonuth pezepBHOE KonupoBanue [1/]H Ha oTuykaaeMbie HocuTenu HHpOpManuu;
8
V B nopcucreMe aHTUBUPYCHOW 3aILUTBI:
[IpoBOaMTH aBTOMATUUYECKYIO MTPOBEpKY Ha Hanuuue BII nnu nocneacteuii [IMB
1 npu ummnopre B MCII/IH Bcex nmporpaMMHBIX MOy el (IPUKIIAJHBIX IPOTpaMM),
KOTOpBIE MOT'YT cozepkarh BIl, o ux TUMOBBIM 11a0JI0HAM U ¢ TOMOIIbIO
IBPUCTHYECKOT0 aHAJIN3A;
PeanuzoBaTh MeXaHU3Mbl aBTOMAaTHUECKOTO OJIOKMpOBaHUs 0OHapykeHHbIX BII
2 IIyTEM UX YAAJICHHS U3 IPOrPAMMHBIX MOAYJIEH UM YHUUYTOKECHHS;
Perynsipao BeImonHATH (1Ipu iepBoMm 3amycke cpeacts 3amuThl [1JJn ot [IMB u ¢
3 yCTaHaBJIMBAaEMON EPUOIUYHOCTBIO) MPOBEPKA HA MpeaMeT Hannuus B Hux BIT;
JlomxHa nHUIMupoBathes aBToMarnyeckas nposepka UCII/IH Ha npenMer Hamuus
4 BII npu BeisiBienun ¢akra [IMB;
Peann3oBaTh MEXaHU3M OTKAaTa JUIsl YCTAaHABIMBAEMOIO YMCIa ONEpalui yAAICHUS
5 BII 13 onepaTuBHON UM TOCTOSHHOU MTaMATH, U3 IPOIPAMMHBIX MOJYJIEH U
MPUKJIAJHBIX TPOrPAMM WJIM IPOTPAMMHBIX CPEICTB, coaepxkammx BII.
6 JononaurensHo B UCII/IH nomkeH NpoBOAUTHCS HENPEPBIBHBINA aBTOMAaTHYECKUI
MOHHMTOPHHT HH(POPMAIIMIOHHOTO OOMEHa ¢ BHEIIHEH CEThIO ¢ 1ebio BhisiBieHUs BIIL.
Vi KonTpons orcyrereus H/AB B 110 C31
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Jlyist mporpaMMHOTO 00ECTICUeHHsI, UCTIOIB3YEMOT0 TIPH 3aIIuTe HHPOPMAIUHU B
NCTIdn (cpeacts 3amuthl nHGopmaruu — C3V, B TOM 4KCiie U BCTPOCHHBIX B
1 o0111ecucTeMHOE U IPUKJIaJAHOE ITporpammHoe obecrnieuenue — [10), nomkeH ObITh + + +
obecrieueH COOTBETCTBYIONIUI YPOBEHb KOHTPOJIsl OTCyTCTBUS B HeM H/IB (He
JIEKJIAPUPOBAHHBIX BO3ZMOXHOCTEI).

VI O6napy>xenue Bropxkenuii B UCTIIx

OO0HapyxeHre BTOPKEHHUH TOKHO 00eCIIeYrBaThCS TyTEM UCIIOJIb30BAHUS B
coctaBe VCII/IH mporpaMMHBIX WM IPOrPaMMHO-AIIAPATHBIX CPEACTB (CUCTEM)
obnapy-xenus Bropkenuii (COB).

HeO6XOI[I/IMO 00s13aTeNIbHOE NCIOJIBL30BAHUE CHCTEMBI 06Hap}/')KeHI/IH CCTCBBIX aTak,
HCIOJIB3YIONIUC CUTHATYPHBLIC METO/Ibl aHAJIN3a

2 HCO6XOI[I/IMO 00s13aTeNIbHOE NCIOIBL30BAHUE CHCTEMBI O6H&py>K€HI/IH CCTCBBIX aTak,
HCITOJIB3YIOIUC CUTHATYPHBIC METO/IbI aHAJIN3a U MCTO/Ibl BBISABJICHUA aHOMAaJIUH

VIl 3amura UCITIa ot IIDMUWH

Jis 06paboTku nHGopmManuu HeodxoauMo ucnoab3zoBats CBT, ynosierBopstonue
TpeOoBaHUAM cTaHapToB Poccuiickoil @eneparuu 1o 3JeKTpOMarHUTHON
COBMECTHUMOCTH, 110 6E€30IaCHOCTU U 3PrOHOMHUYECKUM TPEOOBAHUSIM K CPEJCTBAM
0TOOpakeHHs1 HHPOPMAIINH, [0 CAHUTAPHBIM HOpMaM, MPEIbABISIEMbIM K
BuacoaucIuieHHbIM TepmuHaiaM [I9BM (manpumep, 'OCT 29216 91, T'OCT P
50948-2001, I'OCT P 50949-2001, 'OCT P 50923 96, CanlluH 2.2.2.542 96).

IX Onenka cootBerctBusi UCIIT/IH TpeboBanusm 6e3onacHocTu [1/1H

[TpoBecTu 00s3aTENBHYIO CEPTUPHUKALNIO (ATTECTALNIO) IO TPEOOBAHUSIM
0e30macHOCTH HH(OpMaIHH;

2 JlexnapupoBaTh COOTBETCTBUE WM 00s3aTENbHYIO CEPTU(PUKALINIO (aTTECTALMIO) IO

+ - -
TpeGoBaHusIM 0e30MacHOCTH MH(OpMaIUK (IO PEHICHUIO OIlepaTopa);

[Tpumeuanne: Jns VCII[Ia 4 kmacca nepeueHb Meponpusatuid mo 3amurte [1JIH ompenensercs B 3aBUCUMOCTH OT yiiepOa

KOTOpBIfI MO>KET OBITH HAHECEH B CJICACTBMH HCCAHKIIMOHHUPOBAHHOI'O MJIKW HCTIPECAHAMCPCHHOI'O JOCTYIIA K HI[H



